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Version History

Section 1. Version History
Version Revision Date Summary of Changes Changed by
Number

V5.0 28 May 2018 |Updated new functionalities AK

V5.1 05 Sept 2018 |Updated the Digital Document Sign functionality AK

V5.2 10 Nov 2018 |[Review Changes AK

V5.3 09 Apr 2019 |Updates with respect to new theme and licensing AK

\V 5.6 01 Jun 2020 |Updates with new features and functionality AK

Platform version: 5.6.7

\V5.6.1 25 Sept 2020 [Updates with new features — Yoti Authentication AK

\VV5.6.2 05 Oct 2020 |Updates for Add-in — Workspaces integration AK
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Section 2. Copyright

© Copyright Galaxkey® Limited. All rights reserved. Galaxkey Limited, the Galaxkey logo,
Galaxkey are registered trademarks of Galaxkey Limited in Europe and other countries. All
other Trademarks, service marks, registered marks, or registered service marks are the
property of their respective owners. Galaxkey Limited assumes no responsibility for any
inaccuracies in this document. Galaxkey Limited reserves the right to change, modify,
transfer, or otherwise revise this publication without notice. This document is the property
of Galaxkey and is protected by international copyright laws and may not be used without
the written consent of Galaxkey Limited.
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Section 3. About Galaxkey

Galaxkey is a data protection company providing a portfolio of corporate data protection
products to secure all data and support multinational data compliance regulations. Galaxkey
is a global company with its headquarters in the UK. Our Galaxkey team has vast experience
working with large multinational organisations across a variety of sectors and Galaxkey has
select partners globally to provide local support and service to our customers across the
globe. Our robust and experienced team offers exceptional customer service as well as quick
response and turnaround times.

3.1.Disclaimer

The information contained in this document is confidential, privileged and only for the
information of the intended recipient and may not be used, published or redistributed
without the prior written consent of Galaxkey Ltd.

While every care has been taken in preparing this document, Galaxkey Ltd cannot be held
responsible for any errors or omissions. The information in this document is subject to change
without prior notice.

Galaxkey is a registered trademark of Galaxkey Ltd., registered in the U.K. and other countries.
All other trademarks belong to their respective owners.

3.2. Galaxkey User Guide

This document, the Galaxkey User Guide, outlines the functionalities for a Galaxkey end
user. The intended audience for this document is the users with access to the Galaxkey
Manager and one or more of its client applications on any of the desktop and/or handheld
devices.
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Section 4. Individual Users

4.1.0verview

Individual users are the persons entitled to avail Galaxkey Security as a member of a
subscribing corporate or as non-corporate free or subscribed users.

This document outlines the use cases for the individual user to use Galaxkey effectively in
various environments.

4.2 .URL for Self Service

The individual users can access their Galaxkey accounts online in a browser from the Galaxkey
Manager portal. The URL to the portal is https://manager.galaxkey.com.

If the company has an in-house customised portal, the URL to the portal is
https://company.galaxkey.com, where the company is the designated sub-domain provided
by Galaxkey.
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Section 5. Galaxkey Account

Galaxkey provides an identity-based security solution. The first step to start using Galaxkey is
to register your email identity and create your Galaxkey account.

There are two types of Galaxkey account;

1. Individual (non-corporate account): This account is intended for non-corporate users
only and can be free offering a limited functionality. Individual users can subscribe
with Galaxkey and avail premium features. Individual accounts can be created from;

a. Invitation: Typically, if your email address is not registered with Galaxkey, you
are invited to join Galaxkey. You will receive an invite in one of the following
events;

i. When a secured email is sent
ii. When a secure workspace is shared with you
iii. When a secured document is shared for signing
iv. When a file is shared via Galaxkey Secure Share (GSS)
2. The features available will vary according to the invite received.

a. Self-Registration: Alternatively, you can register with Galaxkey using one of
the client apps on desktop or hand-held devices. The option to self-register is
also available on the Manager portal and Galaxkey portal.

When you register with Galaxkey, generally, a free account is created. If you wish to avail
majority of the features, please Subscribe.

A The self-registration option is exclusively for individual accounts.

3. Corporate Account: This account is linked to the licence as purchased by an
organisation. These accounts avail the features based on the licence and access
granted by the corporate settings. Corporate accounts can be added by

a. Invitation from other Galaxkey registered users
b. Invitation from corporate administrator

c. Via Galaxkey Active Directory Connector (GADC)

5.1.User Registration: Individual Account

Galaxkey works on an invitation model where unregistered users are invited to join the
Galaxkey network.

Galaxkey registration can be done in two ways, based on how the document owner chooses
to verify his identity. Galaxkey now supports identity verification using Yoti, along with our
own secure identity.

This section takes you through the process of registering with Galaxkey;
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5.1.1. Registration by Invite

You will receive a Galaxkey invitation when a registered user
1. Sends you a secured email OR
2. Shares a secured document for electronic signing OR
3. Shares a secure workspace with you

Once registered, a Galaxkey account is created for you which is accessible after proper
authentication and authorisation.

5.1.1.1. Registration using Galaxkey

Follow the link in the email to create your Galaxkey account. Depending on the invite type,
Galaxkey registration page will be displayed;

1. Invite is from a Galaxkey registered user, Galaxkey will redirect you to Galaxkey
registration page.

2. Invite is from a Yoti-verified Galaxkey user, Galaxkey will redirect you to the Yoti-
Galaxkey registration page. In this case, you still have the option to bypass the Yoti
verification and proceed with Galaxkey registration.

A The invitation email template is configurable and, thus, can vary.

Set a strong password complying with the password policy.

Use the ‘Use security questions to enhance your security’ option to set the mode of password
recovery. Thisis unchecked, by default. If you go with the default setting, Galaxkey will assist
you in Password recovery.

‘A
‘\/
8

& stagingmanager. galaxkeydemo.com ¢

|
|2

n@ Blue Moon

Your details
gxktesting@gmail. com

Lo J

[ ........... ‘ 5,,,,,,] Password must contain:
v Al letter

v Acapital (uppercase) letter
[ .......... ‘ sm]

Use security questions to enhance your security °
.

required for Galaxkey to
needed. It *does not* include any marketing or sales related
contact.

y.
*Iaccept the Galaxkey Terms Conditions & Privacy Policy for
registering a new account.

CREATE ACCOUNT

Fields marked with * are required.

°

Version: 5.6.
‘Galaxkey® Is a registered trademark of Galaxkey, UK

If you select this option, you will have to answer three security questions at the time of
registration. These questions will, later, help you recover your password.
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A By default, this option is unchecked and is the recommended setting.

</ >H @D & stagingmanager.galaxkeydemo.com

rQ Blue Moon

Security Questions

PLEASE MEMORISE THE ANSWERS THAT YOU CONFIGURE ON THIS
PAGE. THE ANSWERS ARE REQUIRED TO RESET YOUR PASSWORD IN
SITUATIONS WHERE YOU HAVE FORGOTTEN YOUR PASSWORD.

Security Question 1*

(

Answer for Question 1+

[ o

Security Question 2*

(

Answer for Question 2*

[ FD69ABC

]

Security Question 3*

[ What was the name of your second pet?

Answer for Question 3*

Bl

[

)

Fields marked with * are required.

REGISTER

ﬂu‘\nl

Click ‘REGISTER’ to complete the registration process and log on to the Galaxkey Manager.

ﬁ Galaxkey does not store passwords in any form. So, we advise you to memorise
or securely save the answers to your security questions.

51.1.2. Registration using Yoti identity

You can register with Galaxkey using Yoti if you have

1. Received the invitation from a Yoti verified user OR

2. Your company has purchased Yoti licence and your corporate administrator invites

you

Follow the link in the invitation email, Galaxkey will redirect you to the Yoti verification portal.
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<[> D & stagingmanager.galaxkeydemo.com ¢ th g

& galaxkey’

Create your Galaxkey
account using Yoti

We use the details from your Yoti app to create an
‘account for you.

+ Send and receive secure email O
 Recorded delivery notifications

 Access secure workspaces using Yoti O

‘R CONTINUE WITHOUT YOTI

Verify your identity using
Yoti

‘We use out digital D partner Yoti to confirm your
identity. Please complete the steps below to verify
‘your account. It's free and takes minutes to setup.

Q) Download the free Yoti app on your smartphone
Show

(}) Create your Yoti account
Show

(3) AddanID document
Show

(4 Add an email address

Here you have two options:
1. Continue registration using Yoti where your Galaxkey account is paired with Yoti.

2. Skip Yoti authentication and complete Galaxkey registration. You can pair your
Galaxkey account with Yoti later.

Registration using Yoti is a two-step process;
1. Digital Identity Authentication with Yoti:

a. Use the Yoti app on your handheld device to scan the QR code.

t/\
[v
G

& stagingmanager.galaxkeydemo.com ¢ th g

(1) Download the free Yoti app on your smartphone
Show
(2) Create your Yoti account
Show.
@ Add an ID document
Show
(4) Add an email address
Show

(5) Scan code with Yoti

Scan with Yoti (@) Your details are
to Register:

safe

We encrypt each
piece of your
personal
information
separately. The
key to the data is
then stored
safely in your
phone until
you're ready to
use it. You now
have full control
of your data.
Even Yoti can't
access it.

b. The Yoti app will ask you to verify and confirm if the request has come from
intended provider.

Page 14 of 127
© 2010-2020 Copyright Galaxkey® Limited



Galaxkey Account

—

Is this the website you i ¢

came from? Send details to:

Galaxkey

https: /manager.galaxkey.com @ galaxkey’
R Verified by Yofi

Before you continue, please make sure this is
the website you want to send your details to. Details you will send

E Email

® Remember Me ID
What is this?

YES, CONTINUE > SEND >
[ NO, CANCEL ]

CANCEL

P
|

c. Upon confirmation, Yoti will share your email address with Galaxkey. Once this
is successful, we will redirect you to the Galaxkey registration portal.

2. Registration with Galaxkey: In this step, you must set a strong password and account
recovery option. [For details refer section 5.1.1]

IeGllnkty-Rtglstmlm x [+ - 8 x
O Ba i om: ccept/QSHGWSVTCWSTQGSWPHMIKODMMUQILNGHFNTEEUMEFYZSK... ¥ ¥ @ @

& galaxkey’

Your details

alice jones@galaxkeyio

[ Alice Jones ]

[ ........... ‘ Show

v Passwords should match
= [ o]

Password must contain:
v Minimum

() I would like to receive more information about Galaxkey. @

*1accept the Galaxkey Terms Conditions & Privacy Policy for
registering a new account.

CREATE ACCOUNT
[l 0R REGISTER WITH YOTI

Fields marked with * are required.

Version: 5.6.10.8 Copyrignt © 2020 Galaxkey Limited. All Rights Reserved.
Galaxkey® is a registered trademark of Galaxkey, UK
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n You can choose to go ahead with Galaxkey authentication at the time of
registration, and set-up Yoti authentication at a later stage.

5.1.2. Self-Registration

You can sign-up with Galaxkey by directly registering yourself from the app on your hand-held
devices, Galaxkey Add-in for Outlook, Galaxkey For Windows, Galaxkey Manager portal and
the Galaxkey Corporate website.

5.1.2.1. Galaxkey Manager

In a browser, launch the Galaxkey Manager. On the login screen, enter your email id and click
‘Start’.

G
=]}

< >N m & stagingmanager. galaxkeydemo.com ¢

& galaxkey’

Galaxkey Login ID / Email
& grktesting@gmail. com

| S —
START

Version: 5.6.10.8 Copyright © 2020 Galaxkey Limited.

Galaxkey, UK

1. Galaxkey checks the registration status of the entered email; since it is not registered,
it will redirect you to the Registration portal.

2. On the registration portal, enter Captcha and click ‘SIGNUP’.
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<> D & stagingmanager galaxkeydemo.com [

G
o
]

(& golaxkey’

Galaxkey Registration

(#) %

Register Confirm & Configure

Please enter your email address to signup*

[ = sesmoggmatcom )

Enter the text below to confirm you are human

Input symbols.
yogi

By clicking Signup you accept our
Terms and Conditions and Privacy Policy

SIGN UP.

Version: 5.6

registered trademark of Galaxkey, UK

3. You will receive a registration email with further instructions. Follow the link in the
email to go to the Registration form, set your password and complete the registration.

e0e <> m 0 [

oo

& galaxkey’

Galaxkey Registration

s (=)

Register Confirm & Configure

Configure Password

Password* Password must contain the following:
v Alowercase letter
v Anumber

Confirm Password* v Aspecial character

v Minimum 10 characters
v Passwords should match

Use security questions to enhance your security ©

. for y
and technical support when needed. It *does not* include any marketing or sales related

contact. ©
cancer || proceen

registered trademark of Galaxkey, UK

Version: 5.6.

4. On the registration form, after entering your name and setting a strong password,
choose the password recovery mode using ‘Use Security questions to enhance your
security’ option. [For details refer section 5.1.1]

5. Click ‘PROCEED’ to complete the registration.
5.1.2.2. Galaxkey for Windows

To create an account using the Windows desktop app, click ‘Signup’ on the login dialog of
Galaxkey for Windows.

On the following dialog, enter the email to be registered and click ‘OK’.

On receiving the registration email, please follow the steps in section 5.1.1 to complete the
registration.

Page 17 of 127
© 2010-2020 Copyright Galaxkey® Limited



Galaxkey Account

5.1.2.3. Galaxkey Add-in for Outlook
Galaxkey Add-in for Outlook offers registration of users in two ways;

1. When you launch Outlook as a Galaxkey-enabled client for the first time, a ‘Signup’
dialog with you the account(s) configured in Outlook listed is shown.

2. Alternatively, use the ‘Signup’ option in Galaxkey ribbon to register yourself.
3. Select the identities you want to register and click ‘Next’.

4. On the Signup screen, enter the name, set a strong Password and choose the account
recovery option and click ‘Next’.

5. On the Confirmation dialog, review the provided information click ‘Finish’ to create
your account and start using Galaxkey.

5.1.2.4. Galaxkey app for Mac

On the Login screen of the app, click ‘Don’t have an account? Sign up’ button. Enter your
email address and click ‘Register’.

On receiving the registration email, please follow the steps in section 5.1.1 to complete the
registration.

5.1.2.5. Galaxkey app on iOS

Onthe login screen of the app, click ‘New User?’ link. On the following screen, enter you email
address and click Sign up.

On receiving the registration email, please follow the steps in section 5.1.1 to complete the
registration.

5.1.2.6. Galaxkey app on Android

On the Login screen of the app, click ‘Sign up’ button. Enter your email address and click
‘Register’.

On receiving the registration email, please follow the steps in section 5.1.1 to complete the
registration.

n On completing the registration, a free account with limited features is created
for you. You can opt to Subscribe and purchase a licence and avail a feature rich
version.
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Section 6. Galaxkey Manager

You will log on to the Galaxkey Manager - as soon as your account is created.

The Galaxkey Manager serves the dual purpose of managing and operating your Galaxkey
account as under

1. Managing account and additional security configurations
Web access for secured emails

Web access for secured documents

Secure digital document signing

Secure Workspaces web access

o v kA w N

Online Decrypt Tool

The Downloads section provides all the latest installable and documents.

6.1.Galaxkey Account Management
You can manage and edit your Galaxkey account using following modules;
1. My Profile
2. Identities

3. Subscription

6.1.1. My Profile

Click your login id on the top right-hand corner of the page. Click the My Profile link to view
your profile. Using My Profile module, you can

1. Edit basic account information

2. Configure signature for your Galaxkey-secured emails

3. Reset your Galaxkey Password

4. Configure 2-Factor Authentication for your account.
6.1.1.1. Edit Profile

When you click the Edit Profile button on the My Profile page, you can edit your account
information.

1. Login id: - The email address you used to create your account is your default login id.
You can use any other id of your choice. You can use both, the email address and the
login id configured here to log on to Galaxkey.

ﬁ The Login id can be in a non-email address format.
e.g. Alice

2. Name: - The name that you entered while creating your account is displayed here by
default and can be changed as per your requirement.
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S & Profile
Manage your account profile.
= Emais v
Inbox
Sent ltems togh o Postcode/Zip _ Your account is already configured with Yoti.
Compos Alces
- [ J )

B Documents

& Workspace

# Digital Document Sign Name

@ GeoFence Emails [ r—n

# Authorised Data Distributi... ’ ]

N | ]

€ coen [ | [ ]

4 Authorisations ciy

s ) |

Audhts State or County
A At Version: 5.6 UK

3. Address: - Typically, this is your complete postal address fitting in the Addressi,
Address2, City, State or County, Postcode/Zip and Country fields.

4. Enter your telephone and fax numbers in the Phone 1, Phone 2 and Fax fields.

5. Primary Email — By default, this is the email address you have registered with
Galaxkey.

6. Alternate Email: - In case of corporate users, we recommend using a personal email
address here.

6.1.1.2. Change Password

The Change Password button lets you reset your own Galaxkey password. On the password
reset form, enter your current password, new password. Re-enter the new password and click
Update.

= Limited Session Sponsored by Galaxkey India i Upgrade ‘giktesting@gmail.com
9 Acme Ltd. i z o
Secure Data Protection & Profile - Change Password
Manage your account profile
& Emalls. v
Inbox
Current password*
Sent Items
N [— =]
B Documents
New password* Password must contain the following:
& Workspace o
# Digital DocumentSign | Show 1 capital (uppercase) letters
+ 1numbers
p Confirm new password* v Minimum 10 characters
o v Passwords should match
® own
Support
# e

& Downloads

© Help

Version: 5.6. imited. laxkey® alaxkey Lid, UK

On resetting the password, your current session will end, and you will have to login again.

6.1.2. 2-Factor Authentication: Pairing Account

The 2-Factor Authentication is an extra layer of protection used to ensure the security of
your Galaxkey account beyond just a username and password.
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Galaxkey provides three modes of 2-Factor Authentication, as follows:
1. Using Yoti Digital Identity
2. Using code generated in the Galaxkey App
3. Using SMS/Test Messages

Click the 2 FA Required link on the top of the page. Alternatively, click your login id and click
the Two Factor Authentication link on the dropdown menu.

https;, i om:! 'Home/Confi ¥ = @ 2

: 2 Blue Moon U 2FArequied  alice jones@galaxkey.iov

Secure Data Protection U Two Factor Authentication

For 10 enable your two factor

& Emails

Inbox
Slowest & least secure L]

Sent htems

Compose

PR ] o ®
= vacace Yoti app Galaxkey app SMS

# Digital Document Sign

g g Use your phone to share your personal details Dowriosd the Galarkey app

@ Geofence Emails « Instant verified details from your Yoti = One Time Password (OTP) generation « One Time Password (OTP) generation

# Authorised Data Distributi P  Scan the following QR code with o Receive SMS each time you login to
« Areusable digital identity Galaxkey 3pp Galaxkey
'
! Notifications « Unique phone plus Yoti « Manually enter a security code
. « 6 million downloads.

Admin

& Overview

Learn More About Yoti

& Configuration
Audits
i A

On the following page, select the option of your choice and pair the account as under: -
6.1.2.1. Pairing Galaxkey Account with Yoti

Yoti is Galaxkey’s digital identity authentication partner which we use to confirm your
identity. To pair your account with Yoti, click the ‘2FA Required’ link. On the following page,
click the ‘AUTHENTICATE USING YOTI’ button.

The pre-requisites for setting up Yoti authentication for Galaxkey: -

ﬁ 1. You must have a Yoti account with the identity registered with Galaxkey
verified with Yoti

2. Yoti App installed on your Android or iOS device.

Galaxkey will redirect you to the Yoti pairing portal.

Locate the Yoti QR code and scan it using the Yoti app on your hand-held device.
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@) Yourdetaisare
safe

We encrypt each
plece of your
personal
Information
separately. The key
1o the data is then
stored safely in
your phone until
you're ready to use
It. You now have
full control of your
data. Even Yoti
‘cantaccess it

What is Yoti?

Asecure,
identity or age.

@ Prove yourideniy t businesses and indiduals
youtrust.

(@ Connect with verified people online
() Protectyour passwords

4 Join over sxmilion people who have downloaded
== the free Yoti app

After the scan is successful, the app will confirm the following

1. The application or portal from where the request originated. Your details will be
shared with this application — here, the URL of the Galaxkey portal. Tap the ‘Yes
Continue’ button to go ahead with the pairing.

2. The next screen will

confirm the details that will be shared with Galaxkey, the app

requesting identity authentication. Tap ‘Send’ to continue.
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—
X @

Is this the website you
came from? Send details to:

Galaxkey

https: /manager.galaxkey.com @ galaxkey’
R Verified by Yofi

Before you continue, please make sure this is

the website you want to send your details to. Details you will send

E Email

® Remember Me ID
What is this?

CANCEL

P
|

[ NO, CANCEL ]
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Details received Details sent

& galaxkey’

Galaxkey

3. Tap ‘Send’ to share your details with the requesting app.

Once you consent to sharing information, your account will be paired with Yoti. You can then
use your Yoti identity to log on to any of the Galaxkey clients.

Unpairing Yoti — Galaxkey Account
Log on to the Galaxkey manager and go to the My Profile page.

Secure Data Protection & Profile
= Emails
Inbox
Sentltems
T | X 1
B documents Password Country
& Workspace

# Digital Document Sign Name

@ oot = l ’

& Authorised Data Distributi...

o [ )0 ]
I | ) £ ]

@ Authorisations Ciy

i [ =

Audhts ‘State or County

B A Version: 5.6 ™

Click the ‘REMOVE YOTI’ button to unpair the account
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6.1.2.2. Using Galaxkey App

You can choose to use Galaxkey app for OTP (One Time Password) based 2-factor
authentication.

The Galaxkey app on your device is used as a software token for One Time Password (OTP)
generation. The generated One Time Password is valid for only a short period and is generated
by factors that are unique to both, the user and the device itself.

Pairing the Account and Device

In order to use your Galaxkey app to generate the OTP, you must first link your device with
your Galaxkey identity.

1. Log on to the Galaxkey Manager and click the ‘2FA Required’ link. On the following
page, click the USE GALAXKEY MOBILE APP button.

Scan QR Code

Step 1:
Download the Galaxkey App

for
d on App Store (105) and Goagle
woid).

Afteryou have scanned the QR Code, click
OKto continue:

2. Scan the generated QR code and click OK. The app is now ready to generate the OTP.
3. We recommend you to login again for the changes to be effective.
Logging in using 2-FA

Launch the Galaxkey Manager and enter your login (email) id and click Next. On the following
page, enter your password and the OTP generated on your device to login.

& golaxkey’

Enter your password for Galaxkey Login ID:
alice.jones@galaxkey.com ¢

Password:

Page 25 of 127
© 2010-2020 Copyright Galaxkey® Limited



Galaxkey Manager

Unpairing the Account
Log on to the Galaxkey manager and go to the My Profile page.

= anlaxkeg’ alice jones@galaxkey.com
= aPofie
Manage your account profile.
]
[~ Login ID Postcode/Zip 8R Devices
Devices registered for 2FA Generation
[ ) | ]
Q Passwor d Country Device Name Action
) : | °
Name
[ Amesa ]
If you have a Yoti account, you can configure to authenticate
o [ } using your yoti account
Address 1
« =
. l }
Address 2
L ) |
L) city [ ]

Click the ‘DELETE’ button to unpair the account. On the device, long tap the OTP to delete the
pairing.

The next time you log on, you will not need an OTP.
6.1.2.3. Using SMS/Text Messaging

You can choose to use your phone to receive OTP (One Time Password) as a text message
(SMS).
Although common, this is the least secure way of 2-Factor Authentication.

Pairing the Account and Device

In order to use your Galaxkey app to generate the OTP, you must first link your device with
your Galaxkey identity.

1. Log on to the Galaxkey Manager and click the ‘2FA Required’ link. On the following
page, click the SEND SMS TO MOBILE NUMBER button.

2. Enter your mobile phone number along with the Country code and click OK.

Choose Two Factor Authentication Type

Please enter your mobile number which you want 10 use for SMS based OTP
generation. Please note when you login to Galaxkey, you will receive a SMS on this
number with a OTP which will be required for authentication.

Mobile Number (Eg: +441234567890):

[ +447412445565

o T cancer |

3. Enter the OTP you receive as a text message to complete the pairing with your
Galaxkey account.
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Enter The OTP

Please enter the code you have received to confirm the mobile number. Click
Resend OTP if you do not receive the code in § minutes.

OTP wovene

[“Resen orp 1 ok 1 cancet ]

Logging in using 2-FA

Launch the Galaxkey Manager and enter your login (email) id and click Next. On the following
page, enter your password and the OTP generated on your device to login.

9 Blue Moon

Enter your password for Galaxkey Login ID:
Alice.jones@galaxkey.io &

Password:

[B=]
'SEND OTP ON MOBILE NO ***5565

SMS has been sent to mobile number *+*5565.

oTP:

Forgot password?

NEXT

Unpairing the Account

Log on to the Galaxkey manager and go to the My Profile page.

Alice jones@galaxkey.io~

10
“ Blue Moon

& Profle

= Manage your account profile
]
= Login ID Postcode/Zip BR Devices
Devices registered for 2FA Generation
PR —— | |
Device Name Action
Q Password Country
[ | e °
4
Name
, =
[ Alce Jones I If you have a Yoti account, you can configure to authenticate
using your yoti account
& Address 1
< | =
Address 2
n [ l Fax
‘ [ |

i

Click the ‘DELETE’ button to unpair the account.

The next time you log on, you will not need an OTP.
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A We recommend you log out and login again for the changes to take effect.

6.1.3. Identities

The identities module lets you manage your Galaxkey identity. The key functions are

= Aice ) alaxkey.io~
[— r@nBIue Moon L e
oy & My Profile
Secure Data Protection @ ldentities
List o all your registered identities with Galaxkey
& Emails @ sign out
fnbox Corporate Email Identities
Sent tems.
B Documents
Email ~ Status Invites. License Valid Until
B Workspace
alice jones@galaxkeyio Active 04-0uk-2021 EDIT
# Digital Document Sign
Show| entries . .
-
# Authorised Data Distributi..
! Notifications
Admin
& Overview
¢ Configuration
Audits
L
Support
& Decrypt Tool Version: 5.6 Al axkey® T

1. Manage your identity status
2. Revoking identities
3. Manage Galaxkey invitations
6.1.3.1. Manage |dentity Status
The Edit button lets you manage the identity status. You can mark your identity inactive.

On marking the identity inactive, your login will be disabled, and you cannot access your
secured data.

Please contact Galaxkey Support to reactivate your account.

ﬁ The option to mark your identity active or inactive is available to Individual
users only. For corporate users, this is maintained by the Corporate
Administrator.

6.1.3.2. Revoking Identities

Revocation of identity is a crucial function in identity-based cryptosystems, such as Galaxkey.
In this case, the current private key of the user is revoked, and a new key is generated. User
can still access the documents encrypted using the old key.

Galaxkey has a manual key revocation approach.

Click the Revoke button to revoke your identity.
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= o4 Blue Moon oo onesalaerio
Secure Data Protection & Identity - Edit
Edityour identity
= emails
Inbox Email
Sent tems ’ . l
Compose
B Documents b
& Workspace ’ LD l
#  Digital Document Sign p—
@ GeoFence Emails
& Authorised Data Distributi..
! Notifications
Admin
& Overview
@ Configuration
Audits
A Audit
Support

On the Identity Revocation form, enter your password and click REVOKE button to revoke
your identity.

A list of the revoked identities along with the validity period is maintained after the identity

is revoked at least once.
6.1.3.3. Galaxkey Invites

A Galaxkey invite is a formal request, in the form of an email, sent to a user with whom a
secured document is shared and who is yet to register with Galaxkey.

While these invites are sent from different clients, including the Identities module, a list of all
the invited users is maintained on the Galaxkey Invites page.

Sending Invitation

Click the Invite button to open the invitation form.

= Aice alaxkey.jo~
= o Blue Moon jones@galaxkey.
Secure Data Protection ¥ Invites - New Invite
Invite someane new
= Emails
Inbox This form lets you send invitations to your friends and
colleagues. Please select the Identity Email from which
Sent tems to send the invitation.
Compose Email to send invite from*
B documents (ociones@oioeyio 1)
B Workspace Invite email*
P ( ]
@ GeoFence Emails =
& Authorised Data Distributi..
! Notifications
Admin
& Overview
©F Configuration
Audits
A Audit
\Support

Enter the email address you want to invite in the Invite Email and click ‘SEND INVITE’ button.

An invitation email will be sent to the email address with a link to complete the registration

process.
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A Only Corporate and Subscribed individual users can send invitations.

6.1.4. Galaxkey Subscription

A free Galaxkey user has access to limited features. You can avail maximum functionalities by
subscribing with Galaxkey using the Upgrade link.

Once you have subscribed, you can view licensing information using the ‘My Subscriptions’.

6.1.5. Privacy Settings

You can update your Privacy settings at any time using this option.

6.1.6. Galaxkey Overview

You can view your account details using the Galaxkey Overview page.
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6.2.Galaxkey Web Access (GWA) for Emails

The Galaxkey Web Access or GWA is the platform-independent, browser-based client for
accessing Galaxkey-secured emails. Using the GWA, you can

1. Access secured emails received till date using the Inbox listing
2. Access the secured emails you have sent till date using the Sent Items listing

3. Compose and send a secured email using the Compose option

6.2.1. Inbox

A Galaxkey-registered user is redirected to the immediately after logging in. By default, the
Inbox enlists most recent twenty emails.

* 4EHCOOQO »Q :

f@ Blue Moon ) 2FArequired  alice jones@galaxkeyio~

Q Search in sender or subject

Secure Data Protection

& Emails ¥ bob.smith@galaxkey.o 26Sep 2020

Information Required [NOT PROT.
Inbox

Sent Items
demo2@galaxkey.com 23592020
Compose ‘Test email [NOT PROTECTIVELY M.
B Documents
& Workspace
#  Digital Document Sign
@ GeoFence Emails.

& Authorised Data Distributi..

a Secured Sent Items

List of al secured emails received.
1 Notifications ‘Select the emailfrom the lsted emails to decrypt and view them.

Admin

& Overview

@5 Configuration

A Audt

Support
o Decrypt Tool

& Downloads

You can select the required email from the list OR Search the required email by Subject.

You can also access the email directly by following the link received in the secured email. The
email will be displayed in the reading pane upon proper authentication and authorisation.

6.2.1.1. Accessing a secured email

When you select an email from the list, its contents are displayed in the reading pane on the
right-hand side of your screen. However, in some cases, as under the email contents will be
displayed on satisfying the conditions —

1. Notification: These are the read receipts, which you MUST accept to read a secured
email. The contents of the secured mail are displayed only when you accept the
notification. If you reject it, the email will not be displayed.
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<[>H D @ staginghybridmanager.galaxkeydemo.com [ h a -
= Q BI M ﬂ bob.smith@galaxkey.io »
4 ue ivioon
Q search 10 ubj
Secure Data Protection e senderorsbiest MREMOVE #mREPLY @NREPLYALL <) FORWARD & PRINT
= Emails ¥ Alice.Jones@galaxk_ 25 Sep 2020
Inbox Informeton Requed PROTEC! & From: Alice.Jones@galaxkey.com
£ Date: 25 Sep 2020 12:44
Sent tems @ Secured For: bob smith@galaxkey.lo
Notification Required
B Documents
The sender of thi ted you open this il This email would be accessible only after notification. Please
= pace confirm if you want to proceed?
PR
@ GeoFence Emails
# Authorised Data Distributi..
! Notifications.
Admin
& Overview
© Configuration
Audits
A At
Support
o Decrypt Tool
& Downloads

2. Time-restricted emails: The sender of the email can restrict the duration for which
you can access the email. Thus, you will not be able to access a secured email BEFORE
or AFTER a set time, depending on the settings made by the sender.

3. Classification: If the sender has classified the email, a visual label is displayed either in
the subject or the body or both.

4. Galaxkey Digital Signature: If the sender has digitally signed the email, a label
indicating verification of the identity is displayed at the top.

5. Other Actions: You can work on the secured emails — view attachments, reply to or
forward an email. Replying to and forwarding and email can be restricted by the
sender. In such case, you cannot reply to the email. If you wish to forward the email,
you can raise a ‘Forward Permission’ request with the sender of the email.

A

6.2.1.2.

A secured email is available via the Galaxkey Web access only when it is
uploaded to the Galaxkey cloud.

Accessing a Yoti Verified secured email

A sender can make it mandatory for you, the recipient to verify your digital identity using Yoti.
For such emails, the contents of the email will be displayed ONLY upon Yoti verification.

To access this email, you must scan the Yoti QR code in order to access the secured email.
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= ¥ Blue Moon

[B bovsmitregaackeyio

Secure Data Protection
= Emails v
Inbox
Sent ltems
Compose
B Documents
B Workspace
# Digital Document Sign
@ GeoFence Emails
# Authorised Data Distributi..

! Notifications.

Admin
& Overview

© Configuration

Audits

A At

Support
o Decrypt Tool

& Downloads

Q_ Search in sender or subject.

alice jones@galaxke.. 26 Sep 2020
Information Required [PROTECT] a

lice j jo  26Sep2020

@REMOVE #NREPLY ~@AREPLYALL <) FORWARD & PRINT

& From: alice jones@galaxkey.io
£9Date: 26 Sep 20200806

Information Required [NOT PROT.

Alice. Jones@galaxkey. 255632020
Information Required [PROTECT]

Sender of this email has requested you to verify your identity

We use our digital ID partner Yoti to confirm your identity.Please complete the steps below to verify your account. It's free and

only takes a few minutes.

[3 VERIFY USING YOTI
LEARN MORE ABOUT YOTI

& galaxkey’

Identity Verification

Scan with Yoti

ILL DO THIS LATER

6.2.2. Sent Items

As the name suggests, all the secured emails that you have sent till date, are enlisted in this

section.
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o
c & * 4 H OO N

v@ Blue Moon ) 2FArequired  alice jones@galaxkeyio~

Q Search in sender or subject.

Secure Data Protection

& Emails ¥ bob.smith@galaxkeyio 26502020
Information Required [NOT PROT.
Inbox
Sent Items
demo2@galaxkey.com 235092020
Compose Test email [NOT PROTECTIVELY M.

B Documents

B Workspace

# Digital Document Sign

@ GeoFence Emails

Secured Sent Items

List of al secured emails received.

# Authorised Data Distributi...

! Notifications mails 1o decrypt.
Admin

& Overview

O Configuration

Audits

A Audt

& Decrypt Tool

& Downloads

Apart from viewing the email in the reading pane, you can;

1. Forward Secured email: You can forward the secured emails to other users.

2. Revoke Secured Email: You can stop recipients from accessing the sent secured
email by revoking it from the sent items. The ability to revoke is based on your group
settings.

6.2.3. Compose
The Compose menu option lets you draft and send a secured email.

In the left-hand menu, click Compose. Draft and format your email using the HTML editor.
You can also add attachments and in-line attachments to the secured email.

« > Cc a * <EHOOQO »@ :
=] 2FArequired  alice jones@galaxkeyio~
2 Blue Moon U zFareaure
s rcin e
= Emails N
Inbox
Sent items.
23
Compose
Ent I addn c
B Documents
Subject* Attachments:
& Workspace s
4 UighalDocument Sgn Information Required “
@ GeoFence Emails Email Body:
# Authorised Data Distributi... X O BR «~» % XX = 38 40 8By B I3
! Notffcations Normal v Al ~  (FontSize ~ B I USs E =3 vAv
HiBob,
Please provide the following information,
© Configuration 1. Address
2. Order number
Many Thanks
Alce

While forwarding an email, the attachments are retained in the email and they are removed
while replying to the email.
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A The maximum attachment size supported by Galaxkey is 10 mb.

6.2.3.1. Forwarding Secured Email — Authorised Data Distribution

You can forward a secured email using the ‘Forward’ option in the reading pane. Sender of a
secured email can restrict and control who can access the secured email. If the sender has
enabled ‘Forward Block’ option, you cannot forward the email to others without the sender’s
permission. You will have to raise a Forward Permission request for required recipients. The
sender can then approve or reject the request.

On the alert click ‘Yes’ to raise the request. Enter the email address(s) of the users to whom
you want to forward the email.

< ) & staginghybridmensge gelazkeydemo.com 3 o o

Forward Blocked

Sender of th 0o you want to

[Ves [ho ]

For Demo.

Enter the reason and submit the request. Once the sender approves the request, you can
forward it to the users for whom the request has been approved.
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6.2.3.2. Sending Secured Email

Once you have drafted the email and added the recipients in To and Cc lists, click the Secure
& Send button. A confirmation dialog with following security options will be displayed.

<« C @ stagi i * {EHOCO»Q :

Email security settings

Valid From @ 26-Sep-2020 07:30
Valid To ' 26-Sep-2020 07:56
Geofence
sign

Permissions

bob.smith@galaxkey.io

[ A recipients must be Yotiverifed to view this email

@  SECURE & SEND CANCEL

Select the required options and click Send.

Notify Option to receive reports when recipients access a Galaxkey
Secured Mail. There are two types of Galaxkey notifications;

Acknowledged: Sent when your recipients click ‘Yes’ on the
notification alert

Rejected: Sent when your recipient selects ‘No’ on the
Notification alert.

The mail will be decrypted ONLY when your
A recipient clicks the ‘Yes’ button on the Notification
alert.

Block Forward Option to stop email recipients from sharing the secured data
with unintended users.

When you enable this option, the recipient is prompted to raise
a request for permission to forward the email to others.

Block Reply Option to restrict email recipients from further communication
with the email owner.

When you enable this option, the recipient is cannot reply to
the email. There is no option to raise a reply request.

Valid From Galaxkey allows you to restrict the validity and thus, the
accessibility of your secured mail. Using the ‘Valid from’ option,
you can set the time after which the shared users (recipients)
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can access the secured mails. Recipients will be unable to access
the secured mails before this time.

Valid Till Galaxkey allows you to restrict the validity and thus, the
accessibility of your secured mail. Using the ‘Valid till' option,
you can set the time limit for which the shared users (recipients)
can access the secured mails. Shared users will be unable to
access the secured mails after this time lapses.

Geo-Fence Your organisation can opt for restricting secured attachments
from leaving the premises of your organisation. The ‘Geofence’
option is used for this purpose. When you check the ‘Geofence’
checkbox, an email with link to the secured mail is sent to the
recipients.

A The Geo-fence option is available for users with
Enterprise Self-hosted licence.

Sign When you select this option, your email is digitally signed. This
is vital in establishing your identity and email integrity,
especially in transit.

Classify In addition to the Classify button, you can classify the secured
email from the confirmation dialog.

All Recipients must be | If this option is selected, the recipients MUST verify using Yoti
Yoti verified to view this | to open the secured email in any of the Galaxkey clients.
email

Email will be signed | If this optionis selected, you, the sender will have to verify using
using your Yoti identity | Yoti before sending the secured email.

A If you have logged in using Yoti, this option will be
selected by default.

All the above options are editable for a subscribed (having a valid licence) user
ONLY.

A The Yoti options are available ONLY if your licensing allows Yoti authentication.

To open a secured email using Yoti, the recipient has to be registered with Yoti
and Galaxkey.

6.2.3.3. Sending Yoti-verified Secured Email

You can send emails by verifying your digital identity using Yoti. When you log on to the
Manager portal using Yoti, the Email will be signed using your Yoti identity option on the
confirmation dialog will be enabled by default.
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Email security settings

Valid From
Valid To
Geofence
sign

Permissions

alice jones@galaxkey.io

[ An recipients must be Yori verifed to view this email

g Email will be signed using your Yoti identity

@ SECURE & SEND

You can send a Yoti verified after logging on with your Galaxkey credentials as under;
Enable the Email will be signed using your Yoti identity option using the slider button.

On the Yoti verification screen, scan the QR code to verify your identity.

<OID taginghybridmanager gaaskeydemo.com ; o o |

Yoti Sender Verify

Verify your identity using
Yoti
Scan with Yoti

You can use Yoti to sign this to login:

secure emall using Yot Verify.

This recipient can verify this email ( -

transaction can ensure that the E E

email was most definately sent by T

= @
%

@  SECURE&SEND @

6.3.0ther Features

6.3.1. Notifications

This section lists all the notifications —acknowledged and rejected, you have received till date.

6.3.2. GeoFence Emails
This is the list of all GeoFence emails you have sent till date.

You can revoke the geofenced emails you have sent till date using this section.
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6.3.3. Authorised Data Distribution (ADD)

This is the list of all the forward permission requests sent to you for your approval. You can
Grant or Reject the requests using this menu option.

) 2FArequired  alice jones@galaxkey.io~

@
% Blue Moon

Secure Data Protection @ Authorised Data Distribution Request

Listof all Authorised Data Distribution request
& Emails v

Inbox
Q.. Showing 1101 of 1 entries.
Sent items Seare

Compose
Date ~  Requested By Subject Status Action Requested For

B Documents 5
26-09-2020 08:35:03 [NoT Requested demo2@galaxkey.com;
& Workspace PROTECTIVELY MARKED] grktesting@gmail.com
# Digital Document Sign sm[j.mm . >
@ GeoFence Emails
# Authorised Data Distributi.
! Notifications
Admin
& Overview
@8 Configuration
Audits
A Audi
Support
o Decrypt Tool
6.3.3.1. Granting Forward Permission Request

When a recipient of your secured email, with forwarding restrictions, raises a Forward
Permission or Authorised Data Distribution request, you will receive a notification email.

You can review the request and click the ‘Grant’ button to approve the request. The status of
the request then changes to Granted.

Change Status

Select Status* @Grant O Deny

ok T cancet |

Alternately, you can log on to the Galaxkey Manager and approve the request.

A A request, once granted, cannot be rejected.

6.3.3.2. Rejecting Forward permission Request

When a recipient of your secured email, with forwarding restrictions, raises a Forward
Permission or Authorised Data Distribution request, you will receive a notification email.
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You can review the request and click the ‘Deny’ button to reject the request. In this case,
Galaxkey will redirect you to Galaxkey Manager > Authorised Data Distribution, where you
must enter the reason for rejection in the Comment box. The status of the request will be
then changed to Denied.

Change Status

Select Status* OGrant © Deny

Please enter the reason for denial

More Details required

[FoK°] cance

Alternately, you can log on to the Galaxkey Manager and reject the request.

A A rejected request, can be approved later.

6.4.Galaxkey Web Access: Secure Documents

You can share documents securely using Galaxkey. The Secure Documents menu option lets
you access the files in a browser, without the need for installation of any client.

@ [ [ —
¥ Blue Moon 4

Secure Data Protection & Galaxkey Secure Share
'You Galaxkey Secure Share Folder

= Emails
Inbox bob.smith@galaxkey.io
Sent items
B Documents
MyFolder
B Workspace Folder
# Digital Document Sign e Shared By Me
@ GeoFence Emails o

& Authorised Data Distributi e Shared With Me
Folder
! Notifications.
Admin

& Overview

o Configuration

Audits

A At

Support
o Decrypt Tool

& Downloads

The Secure Documents menu option has three sections:

1. MyFolder: This is the list of all the documents securely synchronised with Galaxkey
cloud. The documents in this folder are not shared with others.

2. Shared By me: This is the list of all the documents you have shared with others

3. Shared with Me: This is the list of all the documents shared by other users with you.
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6.4.1. My Folder

This is the list of all the documents securely synchronised with Galaxkey cloud. You are the
owner of these documents and you have not shared them with anyone.

[B vobsmithagaiaxkeyio

Secure Data Protection & Galaxkey Secure Share
You Galaxkey Secure Share Folder

= Emails
Inbox bob.smith@galaxkey.io > MyFolder

Sent tems.

W Documents
Parent Folder
& Workspace 0
¢ Digital Document Sign . 150 Security Requirements checklist 2018 xisx
2609-202008:1936 O
@ GeoFence Emails Pt
# Authorised Data Distributi. Partner Certfication FAQ.docx
1 Notifications [ 2605020081936 .
: 538.42K8
Admin B EMAILCONFIGANDNEWHTMLEMAILS PDF
260920200819:35 O
& overview s161K8
€ Configuration
Audits
A At
Support
o Decrypt Tool
& Downloads

On the listings page, click the ‘Actions’ button and select ‘Upload File’ option.

Click the ‘Select File’ button, browse to the file location, select the file(s) to be uploaded and
click OK.

Upload File

Please select one or multiple files using the Select Files button and press the Add Button

SELECT FILES

All the files will be encrypted at source and uploaded to Galaxkey Cloud.
6.4.1.2. Adding Folders

You can organise your files by uploading them in folders, created in the Galaxkey Cloud. Click
the Actions button and select Add Folder option.
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= ¥ Blue Moon JSp——

Secure Data Protection € Galaxkey Secure Share
You Galaxkey Secure Share Folder

= Emails v

Inbox bob.smith@galaxkey.io > MyFolder
Senttems
Compose

B Documents W Add Folder
e Parent Folder

B Workspace 2 Upload File

Refresh

# Digital Document Sign Y
2609-2020081936 [}
2787k8

@ GeoFence Emails

# Authorised Data Distributi.. S Certification FAQ.docx
1 Notifications. 2609-2020081936 [}
s38.42K8
Admin EMAILCONFIGANDNEWHTMLEMAILS. PDF
26092020 081935 0O
& Overview S11.61K8
@ Configuration
Audits

A vt

Support
& Decrypt Tool

& Downloads

Enter an appropriate folder name and click Add. The folder will be created on the Galaxkey
cloud and listed in MyFolder. You can access the folder by double clicking on it. Once in the
folder you can use the Action menu to;

1. Add sub-folders
2. Upload files
3. Refresh the view
Click the ‘Parent Folder’ to navigate back to the previous folder.
6.4.1.3. Downloading Files

You can download the files from MyFolder. Select the file to be downloaded and from the
Actions menu, click Download.

On the Select Download Method alert, choose if you want to decrypt and download the file
or download it in the encrypted form. If you choose to download the decrypted file, it will be
safely decrypted in the cloud.

6.4.1.4. Delete Files
You can delete the uploaded files from the cloud using the Delete option. When a file is
deleted from the cloud it cannot be accessed from any of the clients.
6.4.2. Shared By Me
This section lists all the files you have shared till date.

Document sharing in Galaxkey is group-based. Thus, a file can be shared with selected group
and only the members of the group can access the file on proper authentication and
authorisation.
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Secure Data Protection & Galaxkey Secure Share
You Galaxkey Secure Share Folder

& Emails v

Inbox bob.

io > Shared By Me >
Sent ltems.
Compose

B Documents

#  Digital Document Sign Information Form.docx
° 26092020 0826:09
GeoFence Emails 272m8

B Workspace

& Authorised Data Distributi.. [
! Notifications ’ 26092020 08:26:09
123.22K8

Admin

& Overview

©F Configuration

Audits

A At

Support

o Decrypt Tool

& Downloads

6.4.2.1. Sharing a Document: Group Creation
Sharing a document is a two-step process;
1. Creating a folder and assigning access:

a. Click Actions > Add folder button

Add Folder

Folder name

Galaxkey Manager

[B vobsmithagataxkeyio

ial Files.

[ Confidential Files

< Invite users

{ alice jones@galaxkey.io, gxktesting@gmail.com

b. In the pop-up windows, enter the ‘Folder Name’, which is the name of the
group. When you view it on the Desktop app, the folder is prefixed with

GROUP_.

c. Enter the email address of the users to whom you want grant access to this
folder and thus share the documents therein. Click Add to create the folder.

2. Sharing a Document

a. Double click the folder name to open the folder and view the document listing.

Page 43 of 127
© 2010-2020 Copyright Galaxkey® Limited



Galaxkey Manager

LE 2 Blue Moon - [ ———

Secure Data Protection € Galaxkey Secure Share
You Galaxkey Secure Share Folder

= Emails

b bob. smi io > Shared By Me > Files

Sent ltems.

—

B Documents

Parent Folder
B Workspace

# Digital Document Sign Information Form. docx
26092020 0826:09 0O

@ GeoFence Emails 272M8

& Authorised Data Distributi.. . -

35D 26092020 082609 0O
12322K8

! Notifications
Admin
& Overview

9% Configuration

Audits

A Avdit

Support
o Decrypt Tool

& Downloads

b. Click Action > Upload file option.

c. On the pop-up window, click ‘Select File’ button to browse and select the file
to be uploaded and click OK. You can upload multiple files in one go.

3. The uploaded file will be listed inside the folder.

4. A notification email will be sent to all the users whom you have added in the group
and thus, shared the files. The notification email contains the link to the document.

A You can create a folder structure inside the group folder.

6.4.2.2. Edit Folders

A group folder can be edited after it is created and also after you have added documents to
it.

Select the folder to be edited and click Actions > Edit Properties. This action allows you to
add new members to the group or remove the existing ones.

Removing the existing group members revokes their access to the files. These users will not
be able to access the files shared with the group.

A Any file(s) downloaded before revoking the access, will still be accessible to the
users.

6.4.3. Shared with Me

This folder lists all the files shared with you. The files are grouped by the email id of the user
who has shared the files and then by the groups.
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& Galaxkey Secure Share

You can only download the files shared with you. No other action is possible.
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Section 7. Digital Document Signing (DDS)

The Galaxkey Digital Document Sign allows you to go paperless and request electronic
signature for your documents.

The Galaxkey Digital Document Signing provides an interface for securely sharing and
signing documents. This is a web-based system, so no special client is required.

If you are new to Galaxkey, please follow the invitation link and complete the registration
process. If you are already registered, please log on to the Galaxkey Manager to access the
documents.

7.1.Getting Started

When a document is shared for signing, you will receive an email notification. You can
follow the link in the email. Alternatively, you can log on to the Galaxkey Manager and
navigate to Digital Document Signing from the left-hand menu.

The Digital Document Signing portal provides a list of documents grouped by the action to
be taken as follows:

= 2FArequired  Alice laxkeyio~
i Blue Moon v =
Secur Data Protection ¢ Digital Document Sign
= emails ~

Inbox .

st B oocuments create & DOCUMENTSTOBESIGNED @ W DOCUMENTS ALREADY SIGNED

Compose Please click REFRESH button 1o see the updated status of documents.
B Documents

Q Showing 1101 of 1 entries
B Wodspace ’
#  Digital Document Sign Date «  Subject Sign Method Status Action
e . AM Training Document - E-Commerce Sequential Created idoe
#  Authorised Data Distributi.. WWQM, es .
i - BN -

! Notifications.
Admin
& Overview
9 Configuration
Audits
A vt
Support
o Decrypt Tool
& Downloads

1. Documents to be Signed: This section lists all the documents to be signed by the logged
in user.

2. Documents Already Signed: This section lists all the documents already signed by the
logged in user.

3. Documents Created: This section is exclusively available to corporate users who have
rights to share documents for signing.

If you log on to the Galaxkey manager (https://manager.qalaxkey.com), select the Digital
Document Sign option from the left-hand menu.

Before you digitally sign your first ever document using Galaxkey, you must
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1. Provide Electronic Signature Consent
2. Configure a signature

The sequence of the above two appearing can vary. The consent form will be shown only
once before you sign your first ever document.

This document is a step-by-step guide to the Digital Document Sign Feature.

7.1.1. Configuring Signature

When you use Galaxkey Digital Document Sign for the first time, you must configure a digital
signature which will be used for digitally signing documents. If you are a corporate user, you
can configure multiple signatures for yourself.

o Blue Moon U 2FArequied  Alice jones@galaxkey.o ~

Secure Data Protection ¢ Configure Signature for Digital Document Sign
Generated: Draw:

= Emails

Inbox Name:*

= = 1

Signature Method:* O & & Is Default @)
B Documents
Sign:+ Initials:*

% Workspace
= | [~ ]
# Digital Document Sign

@ GeoFence Emails ’

& Authorised Data Distributi...

! Notifications

some @3

& Overview
9% Configuration
Audits

A Avdit

Support

o Decrypt Tool

& Downloads

A Your ability to configure multiple signatures is based on the settings made by
the corporate administrator.

When you log in for the first time, the Configure Signature dialog opens with the Generated
option selected. Based on the Name in your Galaxkey Profile, a signature and initials are
generated for you. You can accept them or opt to change them by clicking the Change button.

You can configure signature in three different ways:
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= ¥ Blue Moon bobsmith@galaxeyio -

Configure Signature for Digital Document Sign

Generated: The si ically ger

& Emails v Draw: You can draw your own signature on the drawing pad.
Upload: ! ;

Secure Data Protection

you enter.

Inbox
Sent ltems. Signature Method:* " Generated ©Draw " Upload
Compose

B Documents

Draw Signature
B Workspace

# Digital Document Sign b 8@/
@ GeoFence Emails

& Authorised Data Distributi...

e

Admin

& Overview Draw Initial

@ Configuration \@ S

Audits
LR
Support
& Decrypt Tool

1. Generated: This option lets you type the required name and initials in the respective
canvas. These are then converted to a suitable ‘handwriting’ font and stored as your
signature.

2. Draw: This option lets you draw you signature on the provided canvas using a mouse
or a suitable graphic device. You can revert the last operation using the ‘Undo’ button.
Use the ‘Clear’ button to reset the canvas.

3. Uploaded: This option allows you to upload an image of your signature in png or
.jpg/.jpeg format. You can preview the signature before finalising.

Once you have configured the signature as per your requirement, click ‘Save’. This signature
is now available for signing documents.

In case you have configured multiple signatures, use the slider button to set one of the signs
as Default. This signature will be used to sign the documents, if you do not select one at the
time of signing.

You can change or add signatures at a later stage.

7.1.2. Uploading Company Stamps

You can upload more than one company stamps to insert in the document at the time of
signing. These are in addition to the company stamp configured by the corporate
administrator.

To add a new stamp, click ‘New Stamp’. Enter the Stamp name and purpose.
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U 2FArequied  Alice jones@galaxkey.o~

Secure Data Protection Name:*

& Emails M [ Audit Done:

Inbox Purpose:*

Sent ttems

[ When review is done and observations reported.

Compose

1s Default @)
Upload Stamp:*

B Documents

& Workspace

& Digital Document Sign [

‘Bluemoon Audited.png

Q@ GeoFence Emails
# Authorised Data Distributi...

! Notifications

Admin
& Overview

©f Configuration
Audits
B At

Support
o Decrypt Tool

& Downloads

(L0

Click the browse button to select and upload a company stamp. You can upload more than
one stamps. Use the slider button to set a stamp as default. Click ‘Save’ after you have
updated the required fields.

The default stamp will be used while signing a document unless specifically selected.

A

corporate administrator.

Your ability to upload company stamps is based on the settings made by the

If you do not set a default stamp, the company stamp uploaded by the
corporate administrator will be used by default.

7.1.3.

Electronic Signature Consent

When you log on for the first time to sign a document, you must read and accept the
electronic signature consent form.
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| = & Blue Moon

bob.smith@galaxkey.o ~-

Secure Data Protection % Electronic Signature Consent

& Emails v
Inbox You have been requested to "sign” with your you need Read the By
ticking the “Proceed” button, you consent to these terms:
Sent ftems *You consent to the use of i i
Compose * ided to you.
*You consent to use your i ish your identi
B Documents . your manual  effect of your handwritten signature on a paper document.
o party verfcation Yo o o, ity ofy
B Workspace signature.

#  Digital Document Sign document and signature transaction.

@ GeoFence Emails I accept above terms and conditions.

# Authorised Data Distributi.

! Notifications

PROCEED | CANCEL

Admin
& Overview

¢ Configuration
Audits

B Audit
Support

o Decrypt Tool

& Downloads
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Select the ‘I consent’ checkbox and click Proceed. This will redirect you to Signature
configuration process. Alternatively, if you have already configured the signature, you can
proceed to signing the document.

7.2. Signing Documents

When a document is shared with you for signing, you will receive a notification email. Follow
the link in the email to access the document.

Alternatively, you can access the document from Documents to be Signed list on the Galaxkey
Manager > Digital Document Signing portal.
7.2.1. Signing the Document

7.2.1.1. Signing with Single Signature and Company Stamp

Click the View Document & Sign button to sign a document from the list.

Blue Moon bob smith@galeskeyio -
e e Pt |7 Dghal Dt S0
& Emalls v
Inbox

L >
et Boocumentscreares | & vocuments To se sionen © Y/ DOCUMENTS ALREADY SIGNED
ems

Compose Please click REFRESH button to see the updated status of documents. =3

B Documents
Q Showing 1to 1 of 1 entries:
B Workspace Search

# Digital Document Sign Date ~ Created By Message Subject sign Sign Method ~  Status

Q GeoFence Emails 9/26/2020 alice jones@galaxkeylo  This document, upon approval, should be shared with the  Training Document - E VIEW DOCUMENT & SIcN TSl Created

92624 AM rainees at the end of trainin Commerce
& Authorised Data Distributi.. =

Show| m entries « »
P (i)

Admin
& Overview

% Configuration

Audits

A At

Support
o Decrypt Tool

& Downloads

1. When the document opens, you can see signature placeholders. These are the places
in the document where you must sign.

2 Blue Moon Y < | e | v [ oo

Proceed to next signatur

acyyr/ gy

7 s 7
INITIALS//
4
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2. Click the Start Signing button to initiate the process. When you start signing a
document, this button toggles to ‘Next’.

91 Blue Moon

Company Stamp SENGRETE] DECLINE CANCEL

B Proceed to next signature
ow th&Tto 8

“the”

total process, running through all involved organizations, and not only to the

sub-process within the own organization.

o We increase the speed of business processes. Additional potentials can be realized
with the coupling of processes between different organizations.

o We increase the economic efficiency of business processes, again through coupling

of business processes at the boundaries of the business partners.

¥ to the

19

* Usage of a global network:
o Internet plays a dominant role and has become a universal technical infrastructure.
Thus it builds a global virtal place where every organization and person being
interested in making business can come together without geographical and

time restrictions.
o Global networks allow the exchange of information without any restrictions in

L.

time and independently from any geographical distances.

© We “know” (means: assume) that the Internet is always up and running (7-24h).

3. Select the Company Stamp checkbox if you want to insert the company stamp.

The Company Stamp is inserted only with the Signature. It is not inserted with
Initials.

ﬁ Company Stamp can be inserted by corporate users with Enterprise Self-hosted
licence.

The Company stamp check will be displayed only if the corporate administrator
has configured a company stamp.

4. You must click every ‘Signature’ or ‘Initials’ placeholders to insert your sign or initials.
Use the ‘Next’ button to navigate through the documents.

5. If the owner of the document has opted for name of the signatory and signing date,
these are pre-populated. Once you have placed all the signs, the ‘Next’ button toggles
to ‘Done’.
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Company Stamp DECLINE CANCEL
9 Blue Moon oo ] oeoune ] cweca ]
Rodriguez-Bolivar, MP (ed) 2014, Measuring E-Government Eﬁmsmm
Media, New York, ISBN 978-1-4614-9982-4 (cBook).
206

Turban, E & King, D & Lee, JK & Liang, TP & Turban, CT 2015: Electronic Commerce,
Springer International Publishing, Cham Heidelberg New York Dordrecht London, ISBN
978-3-319-10091-3 (eBook).

Wiggers, P & Kok, H & de Boer — de Wit, M 2004, IT Performance Management, Elsevier
Butterworth-Heinenmann, Oxford Burlington, ISBN 978-0-7506-5926-0.

Xu, ] 2014, Managing Digital Enterprise, Adantis Press, ISBN 978-94-6239-094-2 (cBook).
207

Zwass, V 2014, The Framework and the Big Ideas of E-Business, in: Martincz-Lépez 2014,
pp. 3-14.

7.2.1.2. Signing with Multiple Signatures and Company Stamps

Corporate users, based on the corporate settings, can configure more than one signatures
and company stamps for signing documents. In such cases, users must first select the sign and
stamp to be used.

1. Click the ‘SELECT SIGNATURE AND STAMP’ button which will show a list —

a. Select Signature

Signature Selection

Sign Preview Action

s
W (==

b. Select Company Stamp

Page 52 of 127
© 2010-2020 Copyright Galaxkey® Limited



2.

4.

Digital Document Signing (DDS)

Stamp Selection

Stamp Preview

When you click the ‘SELECT SIGNATURE’ link, you can see the list of all the signatures
you have configured. Select the appropriate sign from the list.

When you click the ‘Select Company Stamp’ link, you can see the list of all the

company stamps you have uploaded. Select the appropriate company stamp from the
list.

After selection of Sign and Stamp, follow the signing process as mentioned in the
previous section.

A If you do not select the signature and stamp before initiating the signing, the

You cannot change the stamp and sign after starting the signing process.

default sign and company stamps are used.

7.2.1.3. Submitting Signed documents: Without Consent

When you have signed the required pages in the document, the ‘Next’ button toggles to
‘Done’. Click ‘Done’ to complete the signing process —

1.
2.
3.

The status of the document changes to ‘In Progress’ for the Owner.
The document is listed in the ‘Documents Already Signed’ list for the signatory.

You, the Signatory, will receive an email confirmation for successful signing. A secured
copy (gxk) of the signed document is attached to the email. You can restore it using
Galaxkey for Windows or Galaxkey Online decrypt tool.

An email notification will be sent to the document owner informing that the signatory
has signed the document.
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ﬂ The signatory can view signatures by other signatories in the document based
on the signing method selected by the document owner.

7.2.1.4. Submitting Signed Document: With Consent

The document owners’ corporate policy can require the signatories to provide an electronic
signing consent while signing every document.

This consent is in addition to the consent provided at the time of configuring the DDS.

The signing process will be successful only if the signatory Accepts the consents.

Blue Moon B —

o bpringer Science+Business
Electronic Signature Consent

You have been requested to “sign” an online document with your electronic 2 Electronic Commerce,
si ire. it
" . . ordrecht London, ISBN

ture. To pr
f— Read the following carefully.
. 1o the u

bl d the
electronic documents provided to you.

. 1o usey, identity andsignthe e Management, Elsevier
electronic document.

*You agree your the legal ‘your manual signature 5926-0.

and has ffect of your

‘document.
* You agree that no certification authority or other third-party verification is required 3

il A g ok o 94-6239-094-2 (cBook).
207 of your electronic signature.

that once the sigi leted, your
electronic the c will hold responsible «: Martinez-Lopez 2014,
legally 3

1 accept above terms and conditions.

accet | ResecT

208

The signatory has an option to Reject the consent. In this case, the document will not be
signed by the signatory.

ﬂ You cannot sign such a document at a later date unless the owner shares it
again.

However, the process will be completed.
7.2.1.5. Cancelling Signing Process

A signatory can choose to cancel the process at any stage before submitting the document.
This document is still listed in the ‘Documents to be signed’ list and can be signed at a later
stage.
7.2.2. Decline to Sign
You, as a signatory, can decline to sign a document. To decline to sign a document;

1. Click the ‘Decline’ button on the document canvas.

2. Galaxkey will prompt you to record the reason for declining. Enter the reason and click

‘OK’.

3. The document will be listed in the ‘Documents already signed’ list with status
‘Declined’.
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4. The owner is notified by email.

ﬂ Based on the document owner’s corporate policy, the signing process will be
continued to completion or aborted after rejection by at least one signatory.

7.2.3. Downloading Signed Document

You can download a copy of the signed document from the portal. Based on the owner’s
corporate policy, the unique identifier, the GXK id is inserted (or not) in the header-footer on
each page if the document.

7.3.Sharing Documents for Digital Signing

After configuring the DDS system, you can share documents for signing. Click the ‘New
Document’ button to upload and prepare a document for signing. The following sections will
guide you through the process.

7.3.1. Creating Document: Select Document

When you click the ‘New Document’ button on the top of the page, the ‘Prepare Document’

page opens.

{E Q Blue Moon ) 2FArequied  Alce jones@galakey.o~

Secure Data Protection ¢ Prepare Document

& Emalls

Inbox
=
Sent Items
- o a
B Documents [ introduction-to-e-commerce.pdf
Name il Delete
B Workspace s Emai
© Bob Smith bob.smith@galaxkey.o °
# Digital Document Sign [ Traing Document -E Commerce ] )
Q@ GeoFence Emails © Alice @ alice jones@galaxkey.io °
Message:* 2

& Authorised Data Distributi..

atthe end of training.
1 Notifications

Admin

o ovr ‘Signature Method:* © Sequential  Parallel

2 Configuration

Audits

B Avdit

Support

o Decrypt Tool

& Downloads

1. In the Document Tab, click the attachment icon and browse to select the required
document.

2. Subject and Message: These should provide an insight to the intent of the owner’s
request to sign the document.

3. Signing Method: This is the most important step in the preparation of the document.
The course of the signing process is defined by the method you choose. Select one
from;

a. Parallel: In this case, the document is simultaneously available to all the
signatories. Each signatory will sign their own copy of the document.

b. Sequential: In this case, as the name suggests, the document is serially sent to
each signatory.
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i. Each signatory will receive the document according to the sequence in
which they are added.

ii. A single copy of the source document is updated with signatures of all
the signatories.

iii. The document is listed in the ‘Document to be Signed’ tab of the
current signatory only.
7.3.2. Creating Document: Assigning Signatories

Next step is to add signatories. In case of Sequential sighing method, the sequence in which
the signatories are added in the list determines the order in which the document will be
circulated for signing.

1. Under the Signatories section, click the ‘Add Signatories’ button.

2. On the add user pop-up window, enter the name and email address of the signatory
and click ‘Add’. Repeat this process as necessary to create the list of signatories.

3. Click ‘Close’ once you have added all the signatories. After creating a list of signatories,
you can;

a. Remove signatory(s) from the list

b. Move the signatories up and down the list. This positioning is particularly
signification in case of Sequential signing method.

4. Click ‘Next’ to proceed to prepare the document.

You can add yourself as one of the signatories.

A An un-registered signatory will be invited to join Galaxkey and must complete
the registration process before signing the document.

7.3.3. Creating Document: Prepare for Signing

The document is now opened on a canvas with a series of buttons which you can use to
configure the signing positions in the document for each signatory.

The document thumbnails are displayed which help in easy navigation between the pages of
the document.
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In addition to the Signature and Initials, you can record additional information like name and
date of signing.

7.3.3.1. Inserting Placeholders

1. Using the thumbnails, go to the page where you want to insert the signature.

2. Onthe top of the page, select the required signatory in the Signatory dropdown.

3. Click any of the Signature, Initials, Name or Date button and then click on the
document to insert the placeholder. Repeat this process to insert placeholder for all
the signatories on required pages.

4. You can change the position of the inserted placeholder or delete it later. The Delete
button is enabled when you select a placeholder.

5. Use the Previous button to the go back to the previous step and Cancel button to

abort the process.

A to the previous step.

You cannot change the document selected for signing when you navigate back

You must add either Signature OR Initials for each signatory.

7.3.3.2. Sharing the Document

Click ‘Start Signing Process’ when you have inserted placeholders for all the signatories. A
notification email will be sent to the first signatory (Sequential) or all signatories (Parallel)
based on your selection.
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The document is now created. Each document is assigned a unique document id on creation.

The new document is now created and listed in your Documents Created tab and Documents
to be Signed tab of your signatories.

The Documents Created tab is a list of all the documents you add and share with others for
signing. The list provides details like the Subject and Signing method of the document along
with the creation date.

You can view the progress of the signing process based on the Status of the document. The
Actions column provides facility to:

=
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1. Document Information: Click the ‘I’ information icon to view the details under two
sections —

a. Document: - Details like the Document name, id, subject and message and
signature method

b. Signatories: - This is the list of all the signatories. It also displays the signing
status for each of the signatory and date of signing, if applicable. You can send
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reminders using the Remind button if the signing is pending with one of the
signatories.

2. Download: - Facility to download a file at any stage of the signing process.
3. Reacall: Facility to stop the signing process at any stage of signing.

4. Delete: Facility to delete the document at any stage of signing.

ﬂ All documents are saved in encrypted form in the Galaxkey cloud or your
organisation’s Galaxkey server.

7.4.Recalling Document
As document owner, you have the option to recall a document at any time.

1. Click the Recall icon against the document to suspend the signature process for this
document.

2. Signatories will be informed that the document has been recalled and the process is
suspended.

3. The document will be returned to your Documents Created tab with a status of
Recalled.

4. You are not able to re-edit a recalled document to re-start the process, however. It
must be re-created, and a new process initiated.

7.5.Deleting Document

As document owner, you can delete a document. A document can be deleted before the
signing process starts. A document with signing process in progress cannot be deleted.

Click the Delete icon against a document in the list to remove the document from the system.
This process is not reversible.
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Downloads

Downloads

This is the Download centre for all standard Galaxkey software and documentation.
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Section 9. Galaxkey For Windows

Galaxkey For Windows is a comprehensive Windows desktop application that encapsulates
all the Galaxkey encryption functionalities in a single monolithic platform.

The main features of Galaxkey for Windows are;

1. Complete Shell Integration to provide encryption and decryption on the click of a
mouse button

2. Free 10GB cloud storage for storing and synchronisation of data on multiple
computers and devices.

3. Galaxkey Vault to secure any documents on the desktop. The Vault can also be used
to secure the data stored with third party cloud storage services like DropBox, Box,
iCloud, Google drive or Microsoft OneDrive.

4. Group-based secure file sharing with other users.

5. Galaxkey for Windows provides an easy to use encryption and security for your files.
Empowered with world-class encryption technology where the user password is never
stored in any form.

9.1.Downloads

You can download Galaxkey for Windows from the Galaxkey Manager
https://manager.qgalaxkey.com/downloads

9.2.System Requirements
The minimum system configurations to install Galaxkey for Windows are as follows:
1. Windows 7 and above
2. 4GB memory
3. 20GB free hard disk space
9.3.Installation

Log on to the Galaxkey Manager to download the Galaxkey set-up file — Galaxkey.exe

A When you run this, you will install both, Galaxkey for Windows and Galaxkey
Add-in for Outlook on your windows computer. You need administrative rights
on the computer to install Galaxkey.

Run the set-up and navigate through the following screens to install Galaxkey. On successful
installation, Galaxkey is ready to use.
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9.4.Getting Started

When you install Galaxkey for the first time, a desktop shortcut is created as follows

9.4.1. Launching Galaxkey
Galaxkey for Windows is launched on successful installation.

For later, double click Galaxkey desktop icon to start the Galaxkey application in background.
The application opens with following dialog.

Please enter your Galaxkey login id and your password to get started. Alternatively, you can
log on using Yoti.
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e Galaxkey Login X

Email Bob.smith@galaxkey.io

Scan with Yoti
to authenticate:

Galaxkey Password || |

S galaxkey’

[] Remember Me Signup OK | ’ Cancel

On successful authentication, a Galaxkey tray icon will be visible as follows.

(o §9 &3 OERD)

9.4.2. Galaxkey Icon Modes

During the usage of Galaxkey, the tray icon changes colours based on the activity and present
status. The following table gives an overview of the various changes.

Description

This icon indicates that the Galaxkey is running
and can communicate with the cloud storage and
the authentication servers.
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This icon indicates of some upload and download
activity when the Galaxkey Secure Share is active.

This icon indicates that Galaxkey is unable to
authenticate or there is no network connection
now.

Apart from the above three icons, when someone shares a file with you using Galaxkey
Secure Share, you can see a small yellow dot on the top right of the icon which indicates that
there are some files which are ready to download.

Once you visit the Files shared for Me menu item from the tray icon, the yellow dot will
disappear.

9.4.3. Galaxkey Menu

When you click the tray icon, a pop-up window enlists the recent twenty files in your Galaxkey
folders. This window also presents the following menu items.

Guuplodae ua . i <

lﬂ!cmmlﬂmmm v4.0.0.04
|

~

5 &5 &
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w v
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This window provides the option to log out if the current session of Galaxkey. Even after you
log out, Galaxkey keeps running in the background. So, the next time you try to encrypt or
decrypt a file, Galaxkey will prompt you with an authentication dialog.

When you hover over the tray icon, you can see the logged in user identity as toll tip.
9.4.3.1. Configuration

Click the Configuration menu option to open the following dialog. In case your login has timed
out, you will be prompted to authenticate again.
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This dialog is primarily used to configure your Galaxkey for Windows folder options. The
Configuration menu has following five tabs;

1. Galaxkey Identity: This tab displays your default identity, i.e., the identity used for
logging on to Galaxkey for Windows. All your files are secured using this identity.

2. Cloud Sync: Galaxkey for Windows has an integrated functionality to provide a cloud-
based file synchronisation service. In this tab, you can configure your root folder
where your cloud files are synchronised. You can set your root folder to any resolvable
folder either on your machine or in your network where you have complete read-write
access. More details of this service are mentioned in the Galaxkey Secure Share
section of this document.

3. Vault: This tab is used to set the vault folder on your desktop. The vault folder can be
any resolvable folder either on your machine or in our network where you want to
secure any files which are copied to the vault. The Vault is explained in more details
in the Galaxkey Vault section of this document.

4. Options: The options tab provides you with two options

a. Delete secured after restore: When you restore a Galaxkey secured file, and if
this option is selected, the secured file will automatically be deleted once it is
restored, i.e., decrypted.

b. Delete original after secure: When you secure or encrypt a file and if this
option is set, the original file will be deleted and only the secured file will be
retained.

By default, both the above options are set.

5. Edit Folder: Galaxkey provides you with an option to edit a secured file. This tab also
provides options to manage the Edit folder. These are as follows;

a. Open Folder in Explorer: You can open the Edit folder in the explorer to view
the contents using this button.

b. Purge files securely now: You can delete all the files in the edit mode using this
button during an active session of Galaxkey for Windows.

c. Purge Files automatically at logout: When you select this option, the files in
this folder will be purged at every logout.

By default, the above option is selected.
9.4.3.2. My Folder

This menu option launches your cloud sync folder, ‘My Folder’ in windows explorer.
9.4.3.3. Galaxkey Manager

This menu option launches the Galaxkey Manager portal in your default browser. You can
manage your Galaxkey account as per the access granted by your corporate administrator.

9.4.3.4. Galaxkey Vault

This menu option opens your Galaxkey Vault folder in Windows explorer.
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9.4.3.5. Galaxkey Shares
This menu option opens a dialog box which displays all files and folders;
1. Shared by you
2. Shared with you

You can also add and edit the Groups from this screen. More on this in the Galaxkey Secure
Share section of this document.

9.4.3.6. Galaxkey Groups

The Groups menu option opens a dialog box which displays the currently configured groups
that are shared with the users. More on this in the Galaxkey Secure Share section of this
document.

9.5.Shell Integration

9.5.1. Shell Integration

With Galaxkey for Windows® we have integrated the capability of securing the documents on
your desktop by just using the right mouse button.

On installation, Galaxkey integrates with the operating system Shell. This enables the
functionality to encrypt and decrypt files by just right clicking the mouse button.
9.5.2. Shell Menu Options

The Shell menu works based on where you have selected the file to act upon. In general, the
menu options available on right click of the mouse button are as shown in the following
image:

The Shell menu items are grouped into three categories
1. Galaxkey Secure Share
2. Galaxkey File Security Management

3. Galaxkey Vault
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Cut
Copy

Create shortcut
Delete
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Details and usage of the above in the following sections.
9.6.Galaxkey File Security

The Galaxkey File Security is a complete solution for securing the files on your desktop.
Galaxkey File Security allows you to encrypt the files ‘in-place’. The speed of file encryption is
extremely fast and efficient. You can encrypt any kinds of files which can also include movie
files.

Some of the important features of Galaxkey File Security are as follows

1. Ability to encrypt (secure) and decrypt (restore) an entire folder with one click
of the mouse button

2. Directly open and edit encrypted (secured) .gxk files
3. Easily secure files for other users

4. Options to delete files after encryption and decryption

9.6.1. Using Galaxkey File Security

Once you have installed Galaxkey for Windows®, Galaxkey File Security is installed by default
and it will be available for the logged in user on the right click of the mouse button.

9.6.1.1. Secure

When you right click on a file you will get the ‘Secure’ option in the context menu.

-
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o e }
Galaxkey File |,! Secure
Security { o -
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When you select this option, the file will be instantaneously secured using your Galaxkey
Identity. Based on the settings in Configuration > Options, the original file will be retained or
deleted after encryption. If you have selected the ‘Delete original after secure’ option, the
original file is deleted and the new “.GXK’ file is created.

This .GXK’ file is your original file encapsulated into a secured file which can be opened only
by the user who has access to it.

You can copy this file to any storage device or network location. The file is platform
independent and can be opened on any machine. The Secure command secures the file for
the logged in user, exclusively.

If the user login to Galaxkey timeouts, the user will be prompted to enter his credentials.
Editing Secure Files

If you have Galaxkey installed on the machine, you can directly edit the secured Galaxkey file
(.gxk), without restoring (decrypting) it. When you double click the .gxk file, it opens in the
default editor of the original file, e.g., Word, Excel, etc. Once you have edited the file and
saved it, it is stored back as the “.gxk” file, i.e., the encrypted file format, thus safeguarding
your data.

Secure Folders

Galaxkey securing is very powerful and you can secure all the files and sub folders using the
secure command on the right click of a mouse. This makes it easy for users to directly secure
all their content in a folder while maintaining the folder structure.

9.6.1.2. Restore

You can easily restore a secured file. Your file will be restored in the same location. If you have
enabled the option Delete secured after restore then the secured files will be deleted as soon
as the original files are restored. If the login session of the user has timed out, the user will be
prompted to authenticate again. A file can be restored on proper authentication and
authorisation, i.e., the user must have a valid password to access the secured file.

- —— } sanh ey e

Security o e
Management |a2 Restore
. e eeee e, } sash ey v o @

-
-
Galaxkey File{ of

You can directly restore an entire folder previously secured using Galaxkey. A folder with a
scattered Galaxkey secured files can be restored on a right click. All your files will be restored
while maintaining the folder structure.

9.6.1.3. Secure For...

Consider a situation where you want to secure a file to be accessed by multiple users other
than you. This can be easily done using the Secure For... command. The ‘Secure For..." option
helps you secure the file for select users other than you.
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When you right click a mouse on a file or folder and select the Secure For... command, the
following dialog is displayed.

(-] Select identities to secure for = =
Enter email address Secured for email list
| Email Status

T ©)

List of all cached identities List of identites selected
to share with

@ 0K Cancel

1. Enter the email address of the user you want to secure the file for.

2. This is optional, in case the user is present in your cached list of identities, then it will be
filtered as you type, and you can select from this list.

3. Press the add button to add the identity to the list of users you want to share with. The
‘Secured for email list” displays the Galaxkey registration status of the selected identities.

4. Then press the OK button to secure the file for yourself and other selected users.

If the user you have added in the list to secure the file for is not a Galaxkey Registered user,
an invite will be sent. When you press OK, the Galaxkey server is informed to send an
invitation to the user directly. The user can then accept the invitation and access this file when
it is presented to him using his user account

9.6.2. Access on Other Platforms
Galaxkey supports the following platforms to read Galaxkey Secure files

1. Windows

2. Mac
3. iOS (iPhone and iPad)
4. Android 4.0+
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9.7.Galaxkey Vault

Galaxkey Vault is a very powerful tool to secure files on your Desktop, in the Network or even
your Cloud folders like Dropbox, Google Drive, Microsoft OneDrive, Sugar sync or any other
cloud-based folder that you want to secure.

The Vault works on the concept of creating a Vault folder in the designated folder. Any file
you add to this folder it will be automatically secured for the Default Galaxkey Identity of the
logged in user.
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You can set the Galaxkey Vault folder using Configuration > Vault tab. You can create the
Galaxkey Vault in any of the folders, to which you have complete read and write access. Once
this folder is created any file you copy to this folder via file manager will be encrypted for your
identity.

The Vault acts like a proper physical vault and only the person with proper credentials has
access to the files in this folder.

Just like Galaxkey File Secure, you can directly edit files in the Vault as well, but the files will
always be stored as Galaxkey Secured Files.

If you want to secure your Dropbox or One Drive folder, all you must do is configure the
Galaxkey Vault folder from the configuration to point to your local cloud folder.

Once you have configured Galaxkey Vault, with the right click of a button you can copy any
folder or file into the vault. The files are encrypted before they are copied.

9.8.Galaxkey Secure Share (GSS)

Galaxkey Secure Share or GSS in short is a revolutionary secured cloud storage technology.
With GSS, Galaxkey has provided a perfect framework for users to store their files in the cloud
completely secured. Unlike traditional cloud storage companies like Dropbox, Google Drive
and Microsoft One Drive, Galaxkey secures each file locally on your machine before the file is
copied to the cloud. The cloud is stored on the Amazon®’s EC3 framework which is the world’s
most robust and redundant cloud storage. Even if anyone gets to your files in the cloud they
are completely locked down and since the storage stores only your secured files, no user can
access these files unless he has your password.

GSS is built keeping in mind the need for multi device synchronisation. So, you can store your
files in the cloud at the office and access them from home or vice versa. The ability to
synchronise your files with a cloud storage makes it very easy for you to work at the same
time the files are secured hence you get both security and convenience.

Galaxkey also has the GSS clients on the mobile Galaxkey clients, so not only can you access
your files on the machines but also on the mobile devices. The files can also be accessed via
your web interface.
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Galaxkey lets the users select their region of preference for
storing their cloud files. Currently following regions are
supported

US East (Virginia)

US West (N. California)

US West (Oregon)

EU West (Ireland)

EU Central (Frankfurt)
Asia Pacific (Tokyo)

Asia Pacific (Singapore)
Asia Pacific (Sydney)
South America (Sao Paulo)

US GovCloud West (Oregon)

China (Beijing)

9.8.1. Cloud Storage

c D,

N =

Galaxkey supports multi-device synchronisation. Galaxkey provides an option to configure the
folder where the cloud data will be synchronised. While configuring Galaxkey for Windows,
you can set the synchronisation folder using the Configuration > Cloud Sync tab.

Galaxkey then creates subfolders in this folder based on your identities. The folders are
created when you authenticate successfully for the first time.
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Inside your identity folder there are two more folders created which are called as MyFolder
and SharedForMe. Both these folders are automatically created by Galaxkey.
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Home Share View v e

@ v b« Galaxkey Share Root » smith@acme.com » v ¢ Search sm... @

Name

1. MyFolder
|, SharedForMe

¢ Favorites Type Size

File folder
1% This PC File folder
_ﬁ Desktop

j‘j Documents

|8 Downloads

B Movies

W Music

& Pictures

i, Local Disk (C:)

s New Volume (E:)

¥ Shared Folders (\\vmware-h

Gi Network

2items =

The My Folder is the folder for the identity which is synchronised with the Cloud Storage and
backup on Amazon®. Any file in this folder will be encrypted and then copied to the cloud
storage. The encryption takes place on your local machine, so the file does not leave the
machine unless it’s secured completely.

The uniqueness of the GSS is that the local file remains in normal form that is unencrypted
form, so the user can continue working on this file and in the background this file is secured
and copied or synchronised with the cloud storage. Thus, the user experience is completely
preserved.

If you copy an encrypted (secured) file (.gxk) to the cloud share folder, it will be synchronised
as it is and the encryption will be maintained.

The Shared For Me folder contains files that are shared with you by other users. This folder
contains the folders which are the identity folders of the users who have shared with you and
then the shared group and the files in them.
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When someone shares a file with you, the files are not automatically downloaded. You get a
notification email from the owner and your tray icon displays a small yellow dot on the top
right of the icon indicating that someone has shared a files with you. You can then click tray
icon and view the shared files in the ‘Recent Files’ list. You can download these using the
‘Galaxkey Shares’ menu.

@ Galaxkey Share Folders = a X
Shared with Me * bob.smi io\alicej io
=3 bob.smith@galaxkey.io
ER alice jones@galaxkey.io
M Group_Secured Files Filename Size Last Modified Status
m Group_Secured Files

” Search

* Shared By Me gk [ agn

=3 bob.smith@galaxkey.io
"M Group_Confidential Files

This dialog has three main sections;

1. Shared with Me: section lists identities of users who have shared files with you. Each user
folder has a group sub-folder starting with ‘GROUP_’

2. Shared by Me: section lists identities of the users with whom you have shared your files.
Each user folder has a group sub-folder starting with ‘GROUP_’

3. List of the files in each of the groups: This is the right-hand side pane of the dialog which
displays all the files in each group folder.

The Status column displays if the file is downloaded to your machine.

You can right click and select the ‘Download’ option. The file will be downloaded first even if
you select the ‘Show in folder’ or ‘Open’ options. Once the file is downloaded, the status
changes to a tick-mark from ‘Ready to Download’

You can search files in the selected folder.

In the current version of Galaxkey if you make any changes to any file which is shared with
you, it would be overwritten with the original during the next synchronisation cycle. In short
you have read only access to any files that are shared with you.

9.8.2. Cloud Synchronisation

The files that are stored in the MyFolder are automatically synchronised with the cloud
storage. As mentioned earlier, the files are synchronised by encrypting the files locally before
copying to the cloud storage.

Since you have a Galaxkey account, you can install the Galaxkey software on multiple
machines. Once you install Galaxkey on another machine and authenticate, your Cloud
Storage folder is created, and all your files are downloaded from the cloud. This way you can
synchronise your files on multiple machines. This is exactly like other Cloud storage providers.
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Any changes to the file in your storage folder are immediately synchronised with the cloud
and thereby with all the machines where you have a Galaxkey software installed and
configured.

Galaxkey Advantage

With Galaxkey you can have multiple identities synchronised on the same machine. Unlike
other Cloud Storage providers, Galaxkey allows you to have multiple identities and each of
these identities can have their separate stores locally and in the cloud. This way you can keep
all your personal files and official files separate.

9.8.3. Shell Integration

The Galaxkey Secure share is integrated in the Shell. Hence you can easily copy files to the
shared folders very easily. There are two options for Galaxkey Secure Share.

—
b

o~ Add To Galaxkey Cloud } Galaxkey Secure

= Share... Share
o=

sanh ey - Ju
- ™y { o -
- o' te= o
| TR } Galashey Vot

1. Add to Galaxkey Cloud: This menu option directly adds the file or the folder to your
Galaxkey Identity’s cloud share folder. The files are copied and not moved.

2. Share: This menu option helps you to directly share the file or folder with other users with
your Galaxkey Identity’s cloud share folder. (More on this is explained further in the
document).

9.8.4. Secure File Sharing
With Galaxkey Secure Share you can share your files with other in a secured manner.

While sharing a file with others, Galaxkey uses a multi tenanted file encryption model to
secure the files and share with other users. The files are shared via the Galaxkey Cloud
storage. Similar to Galaxkey Cloud Synchronisation, before the file is copied to the cloud for
sharing, it is secured (encrypted) locally on your machine and then shared with other users.
This way your file is completely safe in the cloud and no one can get access to your data.

The concept of sharing in Galaxkey is based on creating secured Groups.
The following steps explain in detail how to share files using groups.

Create Group: In the tray menu, click the Groups icon.
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This will open the following dialog

Group

GroupName:  property Details
Member Current Member List
galaxkeymobile@gmail.com| Email Status

demo2@galaxkey.com Active
galaxkeydemo@gmail.. Active

qgalaxkeymobile@gmail.com

1S

0K ] [ Cancel

Here, click the New Group button to create a new group and add members to it in the
following dialog.

Selected idertty [ demo - [importFromAD | [ NewGrowp | [ modfy | [ Dee
)
Group Name Group Members e
Demo1 demo1@galaxkey.com
Demo2 demo2@galaxkey.com
Galaxkey d AN S

Enter a valid name for the group and enter the email address of the user(s) who you want to
add in the group as a group member. Press OK and you will see a group created in the list of
groups.

Once you have created a group, a folder is created in your Cloud Folder with a prefix Group_
to the actual group name you have entered.

Groups Menu
You can add and edit the Groups from the ‘Galaxkey Shares’ menu also.

Copy files to the group folder: Once you have created the group all you must do is just copy
the files manually to the group folder created in your cloud folder. You can also use the Share
shell option to copy the files to the group folder.
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When you highlight a file and select the Share option from the context, the group share dialog

is shown as follows

Mok ey
-

Mo agerw

f:{

e—
o

o e bty
|.‘E Share...

o

o

o' S

B o e s

Galaxkey Secure
Share

J

) sashey v o0

Select the group and click the Share button. Once you do this, the file is shared
instantaneously with the members of the group and an email notification is sent to the shared

users.

Using Galaxkey Secure Share you can share files and folder directly.

In case, you must remove a member from the group, remove the identity from the group and
the files will automatically be removed from the users’ folder on the local machine.

Selected idertty [demo

-] [mportFromAD | [ New Group | [ Modity Delete

Group Name
Demot
Demo2

[7] Galaxkey
Property Details

Group Members
demo1@galaxkey.com
demo2@galaxkey.com
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Section 10. Secure Communication

Securing Emails using Galaxkey is the key function for both Individual as well as corporate
users. The Galaxkey clients aid this across various platforms.

Galaxkey Security provides end-to-end security for e-mail and attachments therein, inside the
enterprise to the desktop, at the enterprise gateway, and across leading mobile smartphones
and tablets. This is provisioned by a series of client applications as follows:

1.

Galaxkey Add-in for Microsoft Outlook — This is the MS Outlook add-in which
transforms Outlook into a Galaxkey enabled client. Galaxkey Add-in allows you to
secure email communication as well as messages in store.

A

Galaxkey Add-in for Microsoft Outlook is now a part of Galaxkey for Windows.
When you install Galaxkey for Windows, and if your system has Microsoft
Outlook installed, the Galaxkey Add-in will be automatically installed.

6.

Galaxkey for OS X - This is the OS X component that extends email security to the
0OS X mail app.

Galaxkey Web Access (GWA) — The web interface to access your secured mails
over the internet in any of the browsers. If GWA is enabled for a user, the secured
mail will contain a link to access the email over the internet, on proper
authentication. GWA is now an integrated part of the Galaxkey Manager.

Galaxkey iOS App - An iOS compatible app to send and receive your Galaxkey
secured mails from your iOS device.

Galaxkey Android App - An Android compatible app to send and receive your
Galaxkey secured mails from your Android device.

Galaxkey For Windows - The identity-based desktop application to secure and
share your documents

The following sections guide you through the usage of each of the clients.
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Section 11.  Galaxkey Add-in for MS Outlook

The Galaxkey Add-in for Microsoft Outlook transforms Outlook into a Galaxkey-enabled
client. The Add-in integrates with Outlook seamlessly.

The Galaxkey Add-in provides the following features:

1.

Auto-discovery of Galaxkey identity for accounts configured in outlook: Galaxkey
Add-in automatically gets the list of email accounts configured in current profile and
downloads identities associated with them at the start-up of Outlook.

Enables the user to send and receive secure emails: While sending an email,
Galaxkey Add-in checks for the registration status of all the recipients and sends a
secured mail to the registered users ONLY.

Ability to secure emails in store: Galaxkey Add-in provides a facility to secure
previously received mails.

Show: Enables viewing of secure emails without compromising the security of
originally secured email.

Restore: Enables the user to revert the secured emails to normal, unsecured format.

Support GWA: A facility to access your secured mails over the internet in any of the
browsers by adding a GWA Access link to the secured mail.

The following sections will help you to use the Outlook add-in effectively:

11.1. Installation

The following sections guide you through the system requirements and installation of the

Add-in.

11.1.1.

System Requirements

Galaxkey Add-in currently supports the following versions of MS Outlook:

e MS Outlook 2007 32bit

e MS Outlook 2010 32bit / 64bit
e MS Outlook 2013

e MS Outlook 2016

e MS Outlook 2019

DotNet Framework 4.0 should be installed on the client machine. This will be done
automatically during the installation of the Galaxkey Outlook Add-in if DotNet is not already
on the machine.

11.1.2.

Installation

The Galaxkey Add-in is installed along with the Galaxkey for Windows.

Log on to the Galaxkey Manager. Go to the Downloads module and download the latest
version of ‘Galaxkey’.
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On successful installation of the Galaxkey Add-in for Outlook, a Galaxkey tab is added to your
Outlook ribbon menu (A toolbar is added in case of Outlook 2007).

File Home Send / Receive Folder View

2 1

Help About

0 0® % £98

Secure Show Restore Revoke Configuration Signup Refresh

Galaxkey Options

The Galaxkey options are added to the context menu

i (]

@ X & s !

Copy

Quick Print
Reply

Reply All
Forward

Mark as Unread
Categorize
Follow Up
Assign Policy
Find Related
Quick Steps
Rules

Move

Move to Clutter
Ignore

Junk

Delete
Archive...

Galaxkey

» | @ Secure
@ Show
“@ Restore

3 l ® Revoke

11.2. Sending Secured Emails
MS Outlook as a Galaxkey-enabled client provides an interface for sending secured e-mails.

Click the 'New' button in Outlook to open a new 'Message' window and compose your mail.
The 'Message' window, provides the following two sending options;

- X — N . v T
‘ Va \ Colmabeestt = A A === & |-‘: % Sl P Folowtp .
= o Atach nem - | Hgh mpasance
Secwe Cty Pute . 8 1y ¥v-A- B 5 3 Addvess Oneck Ottce
It St - Book Names 2 Sprmwer  poicy. & Lowimpeninie gy
Calarkry Oipboad % B Tent Namay nchude e Add ~
feome Cema’ Qovaney com
A\

tene

1. Send: This default sending option of Outlook can be used to send a regular, non-
secured as well as secured email, based on the Galaxkey configurations.
2. Secure and Send: This option essentially secures the email before sending.
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ent from Outlook, Galaxkey checks for the registration status of
tto the unregistered recipients. When you opt to send a secured

mail, the ‘Confirmation’' dialogue box is displayed.

ion - Message (HTML)

Fle  Message nset  Options  FormatTet —Review Help  Q Tell me what you want to do
v X c == ¥ Follow Up ~
- /)0 ”n MBS 1B [ B 8| w |G
Secure Classty | Paste 0 B I U ©£.A. === =5 Addes Check | Attach Attach Signature | Assign - 0" "o | pictate Send View
And Send v Ir T= == = = = = | Book Names | Filev ltemv v Policy |, Low Importance - Encrypted | Templates
Galaxkey Ciipboard 5 BasicText Names Indude Tags 5| Voice |Enayptand sendmy Tempiat
Sending Email © vouvery x
> From v | demo2@galaxkey.com @
d
ot | [ 7o ] sansn wa Blue Moon
demo2@qalaxkey.com
c Alice Jones <
Verify your identity using Yoti L
Subject  Order Confirmation
Hello Bob, 7 Scan with Yoti
@ Confirmation X P .
o verify:
Please confirm your order. Recipients Notfy Block Forward Block Reply
Many Thanks 2. Bob.Smitv@galaxkey.com “ u] O
Demo2 (& Alice Jones@galaxkey.com =} [m} [m]
Select Cessifcaion e
CONFIDENTIAL ~| valiaTin [C126-Sep-2020 13:36 [
fe}
O Geofence [ Sign
@ You can use Yoti to sign this secure email using Yoti Verify. The recipient
~ Blue Moon [@ [ Al recipients must be Yoti verified to view this email |, canveriy this email
sentby you
[ [ Sign email using my Yot identity
oo
Cancel

In addition to displaying t
‘Confirmation’ dialog serves

he recipient list and their Galaxkey registration status, the
the following functions;

Notify

Option to receive reports when recipients access a Galaxkey
Secured Mail. There are two types of Galaxkey notifications;

Acknowledged: Sent when your recipients click ‘Yes’ on the
notification alert

Rejected: Sent when your recipient selects ‘No’ on the
Notification alert.

A

The mail will be decrypted ONLY when your
recipient clicks the ‘Yes’ button on the Notification
alert.

Block Forward

Option to stop email recipients from sharing the secured data
with unintended users.

When you enable this option, the recipient is prompted to raise
a request for permission to forward the email to others.

Block Reply

Option to restrict email recipients from further communication
with the email owner.

When you enable this option, the recipient is cannot reply to
the email. There is no option to raise a reply request.
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Valid From

Galaxkey allows you to restrict the validity and thus, the
accessibility of your secured mail. Using the ‘Valid from’ option,
you can set the time after which the shared users (recipients)
can access the secured mails. Recipients will be unable to access
the secured mails before this time.

Valid Till

Galaxkey allows you to restrict the validity and thus, the
accessibility of your secured mail. Using the ‘Valid till’ option,
you can set the time limit for which the shared users (recipients)
can access the secured mails. Shared users will be unable to
access the secured mails after this time lapses.

Geo-Fence

Your organisation can opt for restricting secured attachments
from leaving the premises of your organisation. The ‘Geofence’
option is used for this purpose. When you check the ‘Geofence’
checkbox, an email with link to the secured mail is sent to the
recipients.

A

The Geo-fence option is available for users with
Enterprise Self-hosted licence.

Sign

When you select this option, your email is digitally signed. This
is vital in establishing your identity and email integrity,
especially in transit.

Classify

In addition to the Classify button, you can classify the secured
email from the confirmation dialog.

All Recipients must be
Yoti verified to view this
email

If this option is selected, the recipients MUST verify using Yoti
to open the secured email in any of the Galaxkey clients.

Email will be signed
using your Yoti identity

If this option is selected, you, the sender will have to verify using
Yoti before sending the secured email.

A

If you have logged in using Yoti, this option will be
selected by default.

Click Send to secure and send the email.
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For Corporate users,

1. The Confirmation dialog is displayed if your corporate administrator has
ﬂ enabled the ‘Confirm before sending secured emails’ option.

2. The Outlook ‘Send’ button can be used to send secured emails, if the
corporate administrator has enabled the ‘Force encryption to outgoing
mails in Outlook’.

Galaxkey Add-in for Microsoft Outlook can be configured at the organizational level to
maximise the email security.

@ Confirmation ? X
Recipients Invite Notify Block Forward Block Reply
bob.smith@galaxkey.io v %] ]

Please enter Galaxkey password for: Alice.Jones@galaxkey.com

Select Classification ValidFrom | 25-Sep-2020 12:34 =]
'PROTECT v| ValidTil |4 25-Sep-2020 13:30 =]
[] Geofence Sign
Blue Moon [ [ All recipients must be Yoti verified to view this email

© [[sena] | cancel

The Corporate Administrator can enable some settings using the Galaxkey Manager.

11.2.2. User Authentications while sending Email

Galaxkey provides a configurable option to mandate the user to authenticate while sending a
secured email. The Corporate Administrator can enable this option at a group level or at the
organisational level.

When enabled, the ‘Confirmation’ dialog displays an additional field for the Password.

Galaxkey will prompt you to provide the password every time you send a secured mail.

11.2.3. Time-Restricted Email

When you share some sensitive information via email, you may want to restrict its
accessibility over a period.

Galaxkey provides for such a restriction also, so that you can set a definite validity period.
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Select the ‘Valid From’ option on the ‘Confirmation’ dialog to set a start time —the time from
which the mail will be accessible. The default start time coincides with the current time.
However, you can set it to a later time.

Select the ‘Valid till’ option on the ‘Confirmation’ dialog to set an end time — the time after
which the mail will cease to be accessible. The default validity of any Galaxkey secured email
is set to half an hour from the system time.

You can reset both, Valid from and Valid Till times to suit your requirements.

11.2.4. Digital Signature

Galaxkey is based on an end-to-end encryption model. To ensure the integrity and security of
your email, especially in transit, you can add a digital signature to your secured mail.

When you select the ‘Sign’ checkbox on the ‘Confirmation’ dialog to insert a digital signature
in the mail, you will must furnish your Galaxkey password.

ﬂ Galaxkey will not prompt you to enter the password if you have recently opened
a secured email and the password has not timed-out.

The envelope of the digitally signed mail displays the information about its being signed, as
per your corporate settings.
11.2.5. Geo-Fenced Emails

Your organisation can opt for restricting the information sent out of the premises within a
geographic area. The Geo-fence option in Galaxkey caters to this requirement.

When you select the ‘Geo-fence’ checkbox on the ‘Confirmation’ dialog, a secured email with
a link to the actual secured file.

Your recipients can click the link and access the information on proper authentication and
authorisation over the web in any of the browsers.
11.2.6. Attachment Review and Secondary Password

Email is a common mode of exchanging documents in the form of attachments. Galaxkey
offers a two-tier security to such emails in the form of secondary password. This feature
enables you to —

1. Review attachments: Review and recheck the email attachments before it is sent.
This helps you ensure that the right attachment reaches the right person.

To review an attachment, click the review icon corresponding to the document. This will open
the attached file in the appropriate editor.

The ‘Reviewed’ checkbox is marked once you open the attached file.

You can opt to skip the review of the file. In this case, Galaxkey will alert you that the
documents have not been reviewed. You can, however, continue to send a secured mail.

2. Secondary Password: When your mail contains attachments, you can set-up an
optional two-tier security.
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(@ Confirmation H x
Recipients Notify Block Forward Block Reply Review Attachments Revie.. Preview
3 ) | W] @Release Notes fo... I d
Please enter Galaxkey password for: demo2@gelaxkey.com 7 Password Protect
Select Classification Valid From  [[05-Dec-2018 10:44 =]
NOT PROACTIVELY MARKED ~  Valid Till [los-Dec-2018 11:14 =]
|Geofenca  |vISign

galaxkey

B [Send] canca

The ‘Secondary Password’ checkbox is selected by default and thus an additional password is
associated to the mail. If you are sending a mail with secondary password to a recipient for
the first time, a new password will be generated. This can be procured from the Corporate
administrator and communicated to the recipient. The corporate admin can send it in an
email directly.

Alternately, you can opt not to assign a secondary password to a mail. For this, uncheck the
‘Secondary Password’ checkbox. While sending the mail, Galaxkey will alert you about it. You
can, however, send a secured mail.

ﬂ Galaxkey secures the complete conversation, once you send a secured mail.
Thus, encryption will be forced on subsequent actions like forward and reply.

11.2.7. Advanced Security Options
11.2.7.1. Mark Email for Encryption

Some organisations can opt for a set-up wherein the emails are secured at the gateway
instead of Outlook. This can be achieved using the Galaxkey Secure Gateway (GSG) in
conjunction with the Galaxkey Add-in for Microsoft Outlook.

When this setting is enabled, the Galaxkey Add-in inserts headers in the email when you click
the ‘Secure and Send’ button and forwards it to GSG as a plain mail for further processing.
These mails are stored as plain unencrypted mails in the Sent Items as well.

Also, most of the incoming secured emails will be decrypted at the gateway and will be seen
in the inbox as plain email with a visual header that the email is secured by Galaxkey.

This provides a flexibility of securing all the communication with other domains and choosing
whether or not the communication within the domain should be secured or not. Also, the
user experience remains unaffected with this option.

The functioning of this option is dependent on a combination of settings in the
A Galaxkey Manager, MS Outlook and the Galaxkey Secure Gateway (GSG).

11.2.7.2. Policy-based Encryption

Your organisation can mandate you to encrypt the emails while sharing specific type of
information. The corporate administrator defines these policies in the Galaxkey Manager >
Configuration > Group Policies > Policy Manager.
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Policy Rule Definition

Rule Name Attachments

Encrypt if Any email attachment filename contains... v
Rule Data pdf o
Outlook v Secure Gateway v/

Auditable v Enable policy v

T TR

These policies are based on multiple attributes like;

1. Sender

Recipient

Subject of the email
Content (body) of the email

Number and types (extensions) of attachments

o v ok~ W N

Certain attributes of the MS Office attachments

Example:

The corporate administrator has set up a policy to secure any email with one or

ﬁ more attachments.

You must attach an MS Office document with sensitive official information to
the email. Here, the rule condition related to attachments ‘Email — contains one
or more attachments’ is satisfied.

Thus, a secured mail will be sent even if you use the default ‘SEND’ button.
11.2.7.3. Enable Domain Check

In this case, Galaxkey will prompt you to send a secured mail to recipients from domains other
than the sender’s domain.

Consider a scenario where the ‘To’ list has recipients from your own organization and some
from others. When you click the Outlook ‘SEND’ button to send the mail, a security notice is
displayed as follows;
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a% B X -1t - A A | ga| B AttachFile [> Follow Up ~ Q a
]——] Eg| B I U | i=-i=- &3= 07 Attachtem~ ! High Importance
Secure Paste " S R Names Zoom  Apps for
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Galaxkey Clipboard = Basic Text 7] Include Tags = Zoom Add-ins ~
From ~ galaxkeyl @galaxkey.in
o | ) |
l To... ‘ |[wlmmgmww [ |
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(e | |
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Please pr @ Important Security Notice @U@Xﬂ(@gj
1 A This email is being sent as an unsecured email to all the recipients. since some of the
2. 1d recipients are outside your domain. Would you like to
Regards
8 [ Secure And Send l [ Send Unsecured ] ’ Cancel ]
Galaxkey

L} L

When you click the SEND button, Galaxkey alerts you that some of the recipients are from
different domains than yours. You choose to

1. Send an unsecured mail: When you click the ‘Send Unsecured’ button, a routine
unencrypted email will be sent.

2. Cancel sending the email OR

3. Send secured email: A secured email will be sent when you select the ‘Secure and
Send’ button on the alert. The ‘Confirmation’ dialog will be displayed. In case, any
of your recipients are YET to register with Galaxkey, an invite is sent as well.

11.2.7.4. Force Encryption to Outgoing emails in Outlook

In certain cases, the organization can mandate its users to secure their email communication.
The end users can miss this by inadvertently using the default ‘SEND’ button. Galaxkey can be
configured such that a secured email is sent out in any case.

Thus, a secured mail is sent, even if, you click the Outlook ‘SEND’ button instead of the
Galaxkey ‘Secure and Send’ button.

The ‘Confirmation’ dialog is displayed in this case too and you can opt for all the Galaxkey
functions.
11.2.8. Other Features

Galaxkey provides an end-to-end security for your email communications. In view of this, the
Galaxkey Add-in serves the following:

11.2.8.1. Sending Mails from Draft
You can configure multiple Exchange Accounts in Outlook 2010 and 2013.

In such a set-up, if you save an e-mail in 'Drafts' and send it later, the Galaxkey Add-in auto-
discovers and detects the sender before sending the secured email server.

Page 86 of 127
© 2010-2020 Copyright Galaxkey® Limited



Galaxkey Add-in for MS Outlook

11.2.8.2. Inline Reply

Outlook 2013 and 2016 lets you to send to an e-mail from the reading pane, known as Inline
Sending.

You can secure such inline mails using Galaxkey as follows:
1. Open a mail saved in Drafts folder OR click the ‘Reply’ or ‘Reply All’ or ‘Forward’.

2. Toggle between secure and non-secure using the lock icons in the ribbon.
a. G : Indicates secured mail

b. d-‘: Indicates non-secured mail.
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11.2.8.3. Emails in Sent ltems

A sent Galaxkey secured e-mail, is stored in the secured format in the Sent items folder as
well.

You can access it using your Galaxkey credentials.

If ‘Mark for Encryption instead of actual encryption in Outlook’ is true, the mails
A in Sent items are plain non-secured mails.

11.2.8.4. Securing Emails in Store

Your inbox stores many sensitive emails. Galaxkey aids in securing all such mails as well. You
can secure the mails in store as follows:

1. Select a mail from the mail listing in your inbox. Click ‘Secure’ on the Galaxkey
ribbon menu or the context menu

2. You can secure multiple mails in one go.
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You can also secure the emails in sub-folders of the Inbox and in the Sent Items.
The Secure option will work only when;

1. The Read all standard mail in plain text is unchecked under Tools > Trust

A Centre > E-mails Security

2. Your outlook is connected to the server

3. The Galaxkey context menu will not be displayed when multiple mails
are selected.

11.2.9. Classified Emails

You can manually classify the emails based on its contents. The classified emails can then be
sent — with or without encryption.

You can classify the email using the ‘Classify’ button and send it as a plain email using the
Outlook Send button.

You can also set the classification using the option on the Confirmation dialog.
11.3. Sending Secured Emails: Yoti Verification

1. Use the ’Email will be sent using your Yoti identity’ slider button to verify your,
Sender’s digital identity using Yoti. This slider will be enabled, by default, if you have
logged on to the app using Yoti authentication.

2. If you enable this later, Galaxkey will redirect you to the Yoti app on your device to
verify your identity.

3. Use the ‘All Recipients must be Yoti verified to view this email’ slider button to make
it mandatory for the recipients to verify using Yoti.

11.4. Sharing Attachments Via Secure Workspace

Galaxkey Add-in for Outlook lets you to save attachments to the Galaxkey Workspaces with a
single mouse click. This offers many advantages;
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1. Secure Access: Real-time access to the files to designated users upon proper
authentication and authorisation.

2. Platform Independent Access: Galaxkey Workspaces is a web-based solution and can
be accessed using any of the popular browsers.

3. Restricted Access: You can control the duration for which members can access the
files. You can also restrict their ability to distribute the files using the Geo-fencing
option.

11.4.1. Uploading Files

1. Compose an email and attach required files to it.

2. Click Secure & Send button.

Fle  Message Insert  Options  FormatText Review Help  Q Tell me whatyou wantto do
P =1 X cut . Q @ =] z B Follow Up~
®|# | [Dgc b a4 = I Highmporance g s G
Secure |Classify | Paste J B I U £.A.| ===, c=:AddesCheck | Attach Attach Signature | Assign - Dictate Send View
|And Send| ~ < Format Painter T = = = = = = 7| Book Names | Filev ltemv v Policy~ |, Low Importance Encrypted | Templates
Gatatkey ipboar 5 BasicText 5 Names Indude Tags 5| Voice |Enayptand send! My Templates R
-~ ——
Confirmation ? X
:
| Recipients Notify Block Forward Block Reply
1% bob smith@galaxkey.io o a
Subject  Status Reports
@ Daily Status Report.pdf
S Es Ve — Please enter Galaxkey password for- Alice. Jones@galaxkey.com
HiBob, .
Select Classification Valid From 06-Oct-2020 1003 s
Attached the reports as discussed. [CONFIDENTIAL Yv‘ Valid Till [4107-0ct -2020 10:33. =
Many Thanks @ [ Geofence  [4Sign
Alice o Blue Moon @ 1
o
[ Attachment(s) will be uploaded to Workspace.

3. On the Confirmation dialog, set the required security options. All the security settings
applied to the email are applied to the associated Workspace.

a. When you set a ‘Valid Till' for the email, the same validity applies to the
workspace.

b. If the sender selects ‘All Recipients must be Yoti verified’ for the email,
recipients must verify using their Yoti identity to access the associated
workspace

c. Ifthe sender Geofences the email, the recipients can only View the files Online.
The option to download files is not available.

When the corporate administrator enables settings to upload files to
A Workspace for your group, the ‘Valid From’ option is be disabled.

4. Click Send on the confirmation dialog. This triggers the following actions —

a. Upon authentications of the Sender, a workspace with a naming convention
‘Email-<First EIGHTY characters of Email Subject>-<GXK id of the secure
package>’ is created.
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b. The files attached to the email are secured for the Sender and all the
recipients in To, Cc and Bcc list, scanned for viruses and uploaded to the
workspace.

These emails contain a link to the secured workspace, which can be accessed upon decrypting
the email.

11.5. Accessing Secured Email

Another key function of Galaxkey is to decrypt the mails, without compromising on security.
This is achieved in following two ways:

1. Show: The 'Show' option enables you to extract and read the Galaxkey secured
email, while maintaining the encrypted version in store. To use the ‘Show’ option
to view a secured mail, you can

a. Double click the mail OR
b. Use Show option on the Context menu OR
c. Use the Show option in the Galaxkey tab on the ribbon.

2. Restore: Extract and save the original e-mail in store. You can Secure a restored
email again. The Restore option is available on the Galaxkey tab as well as the
context menu.
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The secured mail will be decrypted on proper authentication and authorisation.

The Add-in will prompt you for your Galaxkey password before extracting the original mail.
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raf I

G « Blue Moon

Bob.Smith@galaxkey.com

Al T Toaccess this email you need to use your
“ Alice Jones@galaxkey.c. et [

Inbox 1 4 3

Drafts 41

Sent ltems Scan with Yoti

Deleted tems 25 to verify:

Archive

Conversation History — R

o Susloxkey

Outbox

Ros Fecds

Search Folders.
- [

+Bob.Smith@galaxkey.com

Inbox 2
have to verify your identity before you can access the contents of this email

Drafts m

Sent Items

Conversation History View your secured email via Galaxkey Web Access

Folder  View  Help

GALAXKEY @ Tell me what you want to do

Galaxkey Add-in for MS Outlook

The contents of this email are secured using Galaxkey Encryption Platform

le sender of this email has enabled Digital Identity Verification using Yoti. You wil

View your secured email

In case of a time-restricted mail, if the mail has timed-out, the secured mail will not open and
alert will be displayed.

You cannot restore an email if it is;
g 1. Revocable

2. Digitally Signed and
3. Mails with Authorised Data Distribution enabled

11.5.1. Administrative Access

Situations can arise in a corporate environment where the legitimate stakeholders of a
secured mail may not be available to decrypt the mail. In such cases, Galaxkey authorises the
Corporate Administrator to access the mail on proper authentication.

@ Authentication

Please enter Galaxkey password for: demo1@galaxkey.com

[ Administrative Access

Administrator's Galaxkey Login Id
[galaxkey

Administrator's Galaxkey Password

[...OO.

Select the ‘Administrative Access’ option to access the secured mail.
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Provide your Galaxkey credentials and access the secured mail. You can restore the mail or
just view it.

A

11.5.2.

Whenever the administrator accesses a secured email, a notification mail is sent
to the mailbox owner.

Accessing Emails with Secondary Password

Some mails, with attachments, have a secondary password associated with them. You will
receive the secondary password from the sender via an email or any other mode of
communication.

ile
o n_ N <4 ot
o0 e® % £S& ? i
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Galaxkey Options. ~
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After you enter the Galaxkey password, you will must enter this secondary password to open
the mail.

11.5.3. Verifying Digital Signature

A Galaxkey secured and digitally signed mail can be verified by the recipient.

After you have opened the mail, click the ‘Verify’ button on the Home tab. If the mail has not
been tampered, the signature will be successfully verified, and a message will be displayed
accordingly.
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The signature will not be verified if the email is tampered and an error message

11.5.4. Opening Time Restricted emails

The mails for which ‘Valid From’ and ‘Valid Till’ is set, you can open them within the stipulated
time-frame.

If you try to open them before the ‘Valid From’ or after the ‘Valid Till’ time, an appropriate
alert will be displayed.

2 Reply @}. Reply All £ Forward

Thu 7/25/2019 11:57 AM

Secured email valid from: 25-
Jul-2019 12:00 to: 25-Jul-2019 12:15 British Summer Time]

To
@ If there are problems with how this message is displayed, click here to view it in 3 web browser,

|
Galaxkey X

) 0f00f8f5-956f-48¢1-b3d3-d39ebdd09024.gxk
4K8

. "'|‘ . The email selected has timed out, you can no longer open it.

Ggalaxke"

The contents of this email are secured using the Galaxkey Encryption Platform.

To view your secured email via Galaxkey Web Access, please click below.

View Message

Or download the Galaxkey client(s).

Outlook Addin Blackbermry MAC OS X

Galaxkey provides you with an easy o use, very secure, encryption identity.

11.5.5. Accessing Geo-fenced Emails

A geo-fenced mail is a secured mail that gives you a link to access the secured mail instead of
actual secured attachment.

When you click the link, you enter the secured space of the sender’s organisation. Thus, you
must provide your Galaxkey credentials to access the mail. The secured email opens in the
browser. The attached documents can also be viewed in the browser.

A GeoFenced email and its attachments cannot be downloaded, copied or saved
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Accessing Emails using Revoked Keys

GALAXKEY
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+/ Done

* | P CreateNew

Search Current Maibox

b Search Folders

4 Groups
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Inbox 8

Revocation of identity is an important

Q Tell me what you want to do
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1) tmad cecypted sing revoked ke

security feature in Galaxkey. The revoked keys are

retained in Galaxkey so that you can open old secured emails.

When a user opens an email secured using the old key, an alert is displayed while opening the

secured email.

11.5.7. Accessing Yoti verified email

A sender can make it mandatory for you, the recipient to verify your digital identity using Yoti.
For such emails, the contents of the email will be displayed ONLY upon Yoti verification.

File

+Bob.Smith@galaxkey.com

Home  Send /Receive

Folder  View  Help

Tell me what you want to do

GALAXKEY Q

=~ ] el CiMovets? = ToManager - | CMove~ | ElUnreadsRead | B NewGroup | [Search People ) o+ =7
% (=8 ]E] E éa . B A Team Email ~/ Done o | BRules~ B8 Categorize~ | H Browse Groups | [ Address Book A) B:
New New Delee Archive | Reply Reply Fomward fm | ¢ p Fl e Read | Get Read Secured
Email Items~ | SO~ Al Reply & Delete CIsie " I | QloneNote | 8 Follow Up~ Y Fitter Email v Aloud | Add-ins Email
i o o Qe stes d o | we son rng | speccn | acains |ty utook agn
<
Search Current Mailbox Current Mailbox - )
Favorites Ll Order Confirmation [CONFIDENTIAL]
nbox Yoti Ve X
b " @ vetivery © Reply | € ReplyAl | > Forwsrd | | e
Sent Items.
Sat26/09/2020 1310
Drafts 2] B | M
Deleted tems 2 ¥ blue ivioon R this message i isplayed, dick hre to view it in 2 web browser.
Bob.Smith@galaxkey.com e
Al T Toaccess this email you need to use your ~
“ Alice Jones@galaxkey.c. et [
Inbox 13 4 3
Drafts 41
Sent ltems Scan with Yoti
Deleted tems 25 to verify:
Archive
Conversaton History — R
Junk Email ] (& galaxkey
Outbox
RSS Feeds
Search Folders.
- [

The contents of this email are secured using Galaxkey Encryption Platform

le sender of this email has enabled Digital Identity Verification using Yoti. You wil
have to verify your identity before you can access the contents of this email

View your secured email via Galaxkey Web Access

View your secured email

To access this email, you must scan the Yoti QR code in order to access the secured email.

11.5.7.1.

Verifying Yoti Identity

A Galaxkey secured and digitally signed mail can be verified by the recipient.
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After you have opened the mail, click the ‘Verify’ button on the Home tab. If the mail has not
been tampered, the signature will be successfully verified, and a message will be displayed
accordingly.

Fle  Message Help  Q Tell me what youwant to do
ElMoveto? = ToManager 2 Rules B | e O ) 5
Signere ] =] 51 &) £ Bveeing : g £y
Delete Archive | Repl PV Fonward 2 Team e - i A';Elg Mark c.xDD ra:\gm' éa z Show Veriica Read Secured
i~ Delete Archive | Reply Reply Forwar _— S I ~ ign Mark Categorize | Trans oom | Show Verfication | Read Secur
Runk i Cam O Reply &iDelete F Crete = B Actons~ Poliy~ Uniead 3 TN~ | Aou et Emai
Delete Respond Quicksteps 5 Move Tags 5 Editing speech | Zoom Galaukey | Galaxkey Outiook.. | A
RE: Order Confirmation [NOT PROTECTIVELY MARKED]
<
demo2@galaxkeycom © Reply | € ReplyAll | —> Forward
To Bob.Smith@galexkey.com © votverfcaton ” Sat 26/09/2020 1338
Confirmed
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: Bob, Bob m
o 2 Sepemie 20 1535 & Sender Emoi Address
: g dem: loxkey. Verfied
To: demo2@galaxkey.com 02@galaxkey.com B Vet
Subject: Order Confirmation [NOT PROTECTIVELY MARKED]
B securdetais
Hello Demo2,
W¥4 Secure email envelope ID
Can you please confirm the order? 958d8a3b-950d-43d3-a0fa-2c726%e436d O Verfied
Many Thanks © Timestamp for email transaction
Bob 26-09-2020 123756 © Verified
=

The signature will not be verified if the email is tampered and an error message.

11.5.7.2.

Click the link in the received secured email, which will redirect you to the Galaxkey
Workspaces portal.

Accessing Attachments Uploaded to Workspaces

Status Reports [CONFIDENTIAL] - Message (HTML)

File  Message Help  Q Tell me what you want to do

UMoveto:? = ToManager 1 Rules e | Find = 5
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Al ik ~  [BActions~ Policy~ Unread ~ ~ ~ N Selectv | Aloud Email
Delete Respond Quick Steps 5 Move Tags l Editing Speech | Zoom | Galaxkey | Galaskey OutiookA... |

Status Reports [CONFIDENTIAL]

The attachments in this email exceed the 1 MB limit

€ Reply | % ReplyAll | —> Forward L

Alice.Jones@galaxkey.com
Tue 06/10/2020 10:08

To bobsmith@galaxkey.io

‘The attachments have been shared securely via Galaxkey Workspace. Login to the folloving link to downioad the files.

Login to download

“The following

Daily Status Report pdf

Hi Bob,
Attached the reports as discussed.

Many Thanks
Alice
==
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g Blue Moon Version: : 1.4.2.15 You are logged in s: bob.smith@galaxkey.io

o e messissmrcme) | @ (3] [[0_8]

& 09 < Workspaces 4 | workspaces »

Daily Status Report.pdf

Log on to the Workspaces portal to access your secured attachments. You can view either
download the files or view them online in the browser.
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Section 12.  Galaxkey for Mac OS X

Galaxkey for OS X is a Galaxkey-enabled client that facilitate secured communication from the
OS X based systems.

The Galaxkey for OS X provides the following features:

1.

Auto-discovery of Galaxkey identity for accounts configured in OS X Mail App: Galaxkey
for OS X automatically gets the list of email accounts configured in current profile and
downloads identities associated.

Enables the user to send and receive secure emails: While sending an email, Galaxkey for
OS X checks for the registration status of all the recipients and sends a secured mail to the
registered users and an invite along with secured mail to non-registered users.

Show: Enables viewing of secure emails without compromising the security of originally
secured email.

Support GWA: A facility to access your secured mails over the internet in the browser by
adding a GWA Access link to the secured mail.

Support for MS Outlook for Mac: Ability to route emails via the MS Outlook for Mac email
app in addition to the native Mac mail app.

Following Sections encompass the functioning of the Galaxkey for OS X:

12.1. System Requirements & Installation

12.1.1. System Requirements

Galaxkey App for OS X currently supports OS X Lion and above.

12.1.2. Installation

The Galaxkey for Mac app is available in the ‘App Store’. Go to the App Store and search for
Galaxkey.

EESSINS Results for “galaxkey”
Y Discover
)‘ Cleata Galaxkey

<4 Work

f Play

/~ Develop

S galaxkey

@ Categories

€3 Updates

Click the download icon to install the Galaxkey app. Launch the app using the Open button.
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12.2. Getting Started

12.2.1. Launching Galaxkey

Upon installation, use the ‘Open’ link to launch the app. Subsequently, you can launch it from
the Finder or keep it in the dock for easy access.

The app opens with the following login dialog.

If you are already registered with Galaxkey, please enter your Galaxkey login id and password
to get started.

12.2.1.1. Register with Galaxkey
If you are yet to register with Galaxkey, you can start the process using the Galaxkey app.
1. Click the ‘Don’t have and account? Sign up’ button.
2. You will receive an email, with a link to complete the registration.

3. Follow the link and complete the process as directed under the Registration section of this
document.

Once the authentication is successful, you can configure and start using Galaxkey.

12.2.2. Galaxkey Authentication using Yoti

If you have paired your account with Yoti, the login screen will be displayed as follows. Scan
the QR code to log on to the app.
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Password

QUIT

12.2.3. Configuring Galaxkey
The first step after logging in Galaxkey is to

1. Configure default email sending method - Select and configure either SMTP settings or
the default app between Mac Mail and Outlook to send secure emails.
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Rofresh New Email Galaxkey Vault Revoke Reply Reply All Forward Verity Remove Lo Oy

8 Blue Moon

bob.smith@galaxkey.io

2. Configure Galaxkey Vault Folder for storing secure files.
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Refresh New Email Galaxkey Vault Revoke Reply Reply All Forward Verify Remove Log Ouf

Please select a location for Galaxkey Vault folder. All the files
added to this folder will be stored securely.

Choose Galaxkey Vault Location

List of all secured emails received.
Select the email from the listed emails to decrypt and view them.

Secured Inbox
a

o decrypt and view them.

Secured Inbox

List of all secured emails received.
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12.3. Sending Secured Emails
The Galaxkey for Mac OS X app is designed send and read secured emails.

Galaxkey transfers the generated email to the native mail app or MS Outlook on your device.
Thus, sending secured mails from Galaxkey is a simple two-step process which includes

1. Transferring a secured mail from Galaxkey to the native mail app or MS Outlook — based
on user preference.

2. Sending the mail from native mail app or MS Outlook OR the SMTP server - as per user
preference

12.3.1. Compose Secured Email

On the app Home page, tap the ‘New Secured Email’ button.

v
(R « 1] [}
ol
£ Blue Moon slce.jon
Informati
bob.smith@galaxkey.io lease verify tothe
R alicejon  Unregistered Users wil be invited to Galaxkey.
Sent items. Informati Status Email Noti.  Block Forward Block Reply
proogs 2 alicejones@galaxkey.io
Informati.
@ galaxkey’ Valid From € 26/09/2020, 14:20
[pROTECT -] VelidTil € g509/2020, 14:50
Geofence sign
B A" recilents must e Yoti verfed o view Inbox
‘this email | emails received.
Fom the lsted emais to decrypt and view them.
[ Email wil be signed using your Yoi identity
o =3
|

You can attach various files from your device. Click the attachment icon and select the
required file. You can preview the attachment as well.

In addition to the standard options like adding attachments, Galaxkey has the following
exclusive options. Click the ‘Send’ link to access these options on the Confirmation dialog;

1. Notifications: Option to receive intimations when recipients access a Galaxkey Secured
Mail. When this option is enabled, the recipient must accept the notification to view the
decrypted mail. There are two types of Galaxkey notifications;

a. Acknowledged: Sent when your recipients click ‘Yes’ on the notification alert
b. Rejected: Sent when your recipients click ‘No’ on the notification alert

2. Authorised Data Distribution (ADD) — This feature provides the ability to restrict the

sharing of the data with unintended users. The data may be shared only with the
permission of the owner.

a. Forward Block: Option to stop email recipients from sharing the secured data with
unintended users. When you enable this option, the recipient is prompted to raise
a request to permit to forward the email to others.
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b. Reply Block: Option to restrict shared users from further communication with the
email owner. When you enable this option, the recipient is cannot reply to the
email. There is no option to raise a reply request.

3. Time Validity: — When you share some sensitive information via email, you may want to
restrict its accessibility over a period. Galaxkey provides for such a restriction also, so that
you can set a definite validity period.

a. Valid From: Select the ‘Valid From’ option on the ‘Confirmation’ dialog to set a
start time — the time from which the mail will be accessible. The default start time
coincides with the current time. However, you can set it to a later time.

b. Valid To: Select the ‘Valid till’ option on the ‘Confirmation’ dialog to set an end
time —the time after which the mail will cease to be accessible. The default validity
of any Galaxkey secured email is set to half an hour from the system time.

You can reset both, Valid from and Valid Till times to suit your requirements.

4. Ability to Geo-fence: Your organisation can opt for restricting the information sent out of
the premises within a geographic area. The Geo-fence option in Galaxkey caters to this
requirement.

When you select the ‘Geo-fence’ checkbox on the ‘Confirmation’ dialog, a secured email with
a link to the actual secured file. Your recipients can click the link and access the information
on proper authentication and authorisation over the web in any of the browsers.

5. Digital Signature: Galaxkey is based on an end-to-end encryption model. To ensure the
integrity and security of your email, especially in transit, you can add a digital signature to
your secured mail.

6. Verify Sender Using Yoti
7. Verify Recipient Using Yoti

8. Invite to new users: While sending an email, Galaxkey app for Mac checks for the
registration status and sends a secured mail to all the recipients. Thus, when you tap
‘SEND’, an invitation mail is sent along with the secured mail.

Galaxkey decrypts the email on proper authentication and authorisation. Thus, your recipient
will must accept the invite to access the email.

Click the ‘Send’ button on the Confirmation dialog to transfer the email to the default email
app on your device — e.g., Outlook to send it further as a secured email.

Click ‘OK’ to transfer the secured mail as a ‘.gxk’ package to the mail app.

12.4. Accessing Secured Email

12.4.1. Access using Galaxkey

Another key function of Galaxkey is to decrypt the mails, without compromising on security.
You can read your secured mail on your Galaxkey for Mac OS X app on proper authentication
and authorisation.

You will receive the secured email in the mail app, in which your account is configured. To
open and read the secured mail;
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Right click the GXK attachment and select ‘Open Attachment’ or ‘Open With... > Galaxkey’.
You will then be redirected to the Galaxkey app to access the mail.

You must select your identity and authenticate to open the secured mail. You can read the
mail once you successfully login.
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Alternatively, you can view the secured mail from the Galaxkey app console, as follows:
If the Owner has requested for a notification, an alert is displayed as under;
You must click ‘Yes’ in order to access the mail.
Other features:
1. Reply: You can reply as well as reply all. The reply will be sent as secured mail.

2. Forward: You can forward the received email. The forwarded mails are also
secured.

3. Attachments: You can view and save attachments.

4. Verify: You can verify the owner’s digital signature and thus the integrity of
your email using the ‘Verify’ button.

12.4.2. Access using Yoti

A sender can make it mandatory for you, the recipient to verify your digital identity using Yoti.
For such emails, the contents of the email will be displayed ONLY upon Yoti verification.
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12.5. Galaxkey File Security

The Galaxkey File Security is a complete solution for securing the files on your desktop.
Galaxkey File Security allows you to encrypt the files ‘in-place’. The speed of file encryption is
extremely fast and efficient. You can encrypt any kinds of files which can also include movie
files.
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Some of the important features of Galaxkey File Security are as follows

1. Ability to encrypt (secure) and decrypt (restore) an entire folder with one click of the
mouse button

2. Directly open and edit encrypted (secured) .gxk files

3. Options to delete files after encryption and decryption
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12.5.1. Using Galaxkey File Security

Once you have installed Galaxkey for Mac, Galaxkey File Security is installed by default and is
available for the logged in user on the right-click on the mouse button.

12.5.1.1. Galaxkey - Secure
When you right click on a file you will get the ‘Galaxkey-Secure’ option in the context menu.

When you select this option, the file will be instantaneously secured using your Galaxkey
Identity. This .GXK’ file is your original file encapsulated into a secured file which can be
opened only by the user who has access to it.

You can copy this file to any storage device or network location. The file is platform
independent and can be opened on any machine. The Secure command secures the file for
the logged in user, exclusively.

If the user login to Galaxkey timeouts, the user will be prompted to enter his credentials.
Secure Folders

Galaxkey securing is very powerful and you can secure all the files and sub folders using the
secure command on the right click of a mouse. This makes it easy for users to directly secure
all their content in a folder while maintaining the folder structure.

12.5.1.2. Galaxkey-Restore

You can easily restore a secured file. Your file will be restored in the same location. If the login
session of the user has timed out, the user will be prompted to authenticate again. A file can
be restored on proper authentication and authorisation, i.e., the user must have a valid
password to access the secured file.

You can directly restore an entire folder previously secured using Galaxkey. A folder with a
scattered Galaxkey secured files can be restored on a right click. All your files will be restored
while maintaining the folder structure

12.5.2. Galaxkey Vault

Galaxkey Vault is a very powerful tool to secure files on your Desktop, in the Network or even
your Cloud folders like Dropbox, Google Drive, Microsoft OneDrive, Sugar sync or any other
cloud-based folder that you want to secure.

The Vault works on the concept of creating a Vault folder in the designated folder. Any file
you add to this folder it will be automatically secured for the Default Galaxkey Identity of the
logged in user.

You can set the Galaxkey Vault folder using Preferences > Vault tab. You can create the
Galaxkey Vault in any of the folders, to which you have complete read and write access. Once
this folder is created any file you copy to this folder via file manager will be encrypted for your
identity.

The Vault acts like a physical vault and only the person with proper credentials has access to
the files in this folder.
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Just like Galaxkey File Secure, you can directly edit files in the Vault as well, but the files will
always be stored as Galaxkey Secured Files.

If you want to secure your Dropbox or One Drive folder, all you must do is configure the
Galaxkey Vault folder from the configuration to point to your local cloud folder.

Once you have configured Galaxkey Vault, with the right click of a button you can copy any
folder or file into the vault. The files are encrypted before they are copied.
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Section 13.  Galaxkey for iOS

Galaxkey iOS app is a Galaxkey-enabled client that facilitates secured communication from
the iOS devices.

The Galaxkey iOS App provides the following features:

1. Enables the user to send and receive secure emails: While sending an email, Galaxkey
iOS App checks for the registration status of all the recipients and sends a secured mail to
the registered users and an invite along with secured mail to non-registered users.

2. Show: Enables viewing of secure emails without compromising the security of originally
secured email.

3. Support GWA: A facility to access your secured mails over the internet in the browser by
adding a GWA Access link to the secured mail.

The Galaxkey iOS app enables you to;

1. Send secured mails

2. Access secured mails

3. Access files and folder stored in Galaxkey Cloud

The following sections guide you through these functions of Galaxkey iOS app.

13.1. System Requirements & Installation

13.1.1. System Requirements
Galaxkey iOS App currently supports iOS 7.1 and above.

13.1.2. Installation

The Galaxkey for iOS app is available in the ‘App Store’. Go to the App Store and search for
Galaxkey. Tap the download icon to install the Galaxkey app.

Launch the app using the Open button.
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13.1.3. Configuring Galaxkey

13.1.3.1. Permissions

“Galaxkey” Would Like to

Send You Notifications
Notifications may include alerts,
sounds and icon badges. These can be
configured in Settings.

"Galaxkey"” Would Like to

Access Your Contacts
App uses Contacts to assist in email
composition by providing list of
available contacts.

Don't Allow Allow Don't Allow OK

The app requires permission to access your contacts and camera. Galaxkey also asks for
permission to send you notifications.

13.1.3.2. Configuring SMTP
Configure the SMTP settings as follows;
1. Enter your Galaxkey identity, and your email address and password.
2. Enter the SMTP server name, port

3. Enable the TLS protocol using the slider button.
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Galaxkey Identity
SMTP Host  smtp.office365.com

Username  demo2@galaxkey.com
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Port 587|
Enable TLS ()
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13.2. Getting Started

13.2.1. Launching Galaxkey
Tap the Galaxkey icon to launch the app.

13.2.2. Registration

Galaxkey for iOS

If you are yet to register with Galaxkey, you can start the process using the Galaxkey app.

1. Tap the ‘Sign up’ link. On the following screen, enter the email address you want to

register and tap ‘Sign up’.

2. You will receive an email, with a link to complete the registration.

3. Follow the link and complete the process as directed under the Registration section of this

document.

Once the authentication is successful, you can configure and start using Galaxkey.

13.2.3. Authentication using Yoti

To authenticate using Yoti, tap on the Login Using Yoti button on the login screen. This will
redirect you to the Yoti app on your device, where your identity will be verified.

Page 111 of 127
© 2010-2020 Copyright Galaxkey® Limited



(& galaxkey’

demo2@galaxkey.com

DI

[ PASSWORD

LOGIN

LOGIN USING FACE ID

{ Login using Yoti

NS/

13.3. Sending Secure Emails

Galaxkey for iOS

The Galaxkey for iOS app is designed send and read secured emails. Galaxkey transfers the
generated email to the native mail app on your device. Thus, sending secured mails from
Galaxkey is a simple two-step process which includes

1. Transferring a secured mail from Galaxkey to the native mail app.

2. Sending the mail from native mail app.

Alternatively, you can send a secured email using your SMTP server.

13.3.1. Composing Secured Emails

On the app home page, click the ‘New Email’ button.
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The Compose screen is like any other email app. You can add attachments to your mails.
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In addition to the standard options, Galaxkey has the following exclusive options -
Adding attachments

Digital Signature

Notifications

Invite to new users

Yoti verification for Sender’s identity

S S

Yoti verification for Recipients
13.3.1.1. Digital Signature

Galaxkey is based on an end-to-end encryption model. To ensure the integrity and security of
your email, especially in transit, you can add a digital signature to your secured mail.

Use the ‘Digital Sign’ slider button on the Confirmation dialog to insert digital signature in
your email.

13.3.1.2. Notifications

Option to receive intimations when recipients access a Galaxkey Secured Mail. There are two
types of Galaxkey notifications;

1. Acknowledged: Sent when your recipients click ‘Yes’ on the notification alert
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2. Rejected: Sent when your recipients click ‘No” on the notification alert.

Tap ‘Notify’ on the screen. The next screen will display all the recipients (shared users). You
can slide to select users from whom you wish to receive notifications and tap ‘OK’.

After you have composed the mail as per your requirements, tap the Send button. The mail
will then be transferred to the native mail app for further sending.

Please select an appropriate mailbox to send the secured mail further.
13.3.1.3. Yoti Settings

1. Use the 'Email will be sent using your Yoti identity’ slider button to verify your,
Sender’s digital identity using Yoti. This slider will be enabled, by default, if you have
logged on to the app using Yoti authentication.

2. If you enable this later, Galaxkey will redirect you to the Yoti app on your device to
verify your identity.

3. Use the ‘All Recipients must be Yoti verified to view this email’ slider button to make
it mandatory for the recipients to verify using Yoti.

13.3.1.4. Adding Attachments

You can attach various files to the secured mails from your iOS device. There are two ways to
attach files to secured mail in iOS —

Attachmenmts
Attach Files

Attach Photo

Capture Photo

1. Using Attachment option in Galaxkey iOS app: Tap the attachment icon. On the following
screen, tap the ‘+’ icon. Select the appropriate option — Attach Files, Attach Photo or
Capture Photo.
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a. Attach Files: You can attach the files in your icloud Drive, third party File storage
and sharing apps like DropBox, Box etc. You must sign in, to these apps to attach
files stored therein.

b. Attach Photo: You can attach the images in the Photos app on your device to the
email. Galaxkey lets you attach multiple .jpg and/or '.png' files to your email based
on your selection.

c. Capture Photo: You can capture and attach a photo to your secured email using
this option.

2. Attaching from Other Apps: All the apps on iOS are placed in Sandbox. Yet, you can attach
files from some of the apps on your device. We have sampled attaching file from
DropBox® -

a. Open the file saved in DropBox®. Tap the more options (...) icon followed by
‘Export’. On the following pane, tap the ‘Open In..." icon.

(@) ArDrep. Tap to Sern on Wi-Fi and
Bhetcoth to share with AlrDrop

%o Box Copy to Copy to Mare
Cropbos Galaxkey

B
LA A

Copy Save to Fles More

Cancel

b. Inthe app list, select the Copy to Galaxkey option. When you tap this option, you
will be redirected to the Galaxkey app and the

The native email app does not support sending large attachments via email.
A Thus, the attachment size in Galaxkey is restricted to 5mb. If the attachment

size exceeds this threshold, the mail can be accessed only via the Galaxkey Web
access (GWA)
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13.3.1.5. Invite to New users

While sending an email, Galaxkey app for iOS checks for the registration status and sends an
invite to all unregistered the recipients. Thus, when you tap ‘SEND’, an invitation mail is sent
along with the secured mail.

Galaxkey decrypts the email on proper authentication and authorisation. Thus, your recipient
will must accept the invite to access the email.

A You can view the registration status of a user using the Notification screen

13.4. Accessing Secured E-mails

Another key function of Galaxkey is to decrypt the mails, without compromising on security.
You can read your secured mail on your Galaxkey for iOS app on proper authentication and
authorisation.

You will receive the secured email in the mail app, in which your account is configured. To
open and read the secured mail;

1. Tap the GXK attachment. The attachment will, first, be downloaded. You will then
be redirected to the Galaxkey app to access the mail.

2. You must select your identity and authenticate to open the secured mail. You can
read the mail once you successfully login.

3. If the Owner has requested for a notification, an alert is displayed as under;
You must tap ‘Yes’ in order to access the mail.
4. Other Features:

a. Reply: You can reply as well as reply all. The reply will be sent as secured
mail.

b. Forward: You can forward the received email. The forwarded mails are also
secured.

c. Attachments: You can view and save attachments.

d. Verify: You can verify the owner’s digital signature and thus the integrity of
your email using the ‘Verify’ button.

e. Yoti Verify: You can verify sender’s details using this option.
13.5. Galaxkey Secure Share

Galaxkey Secure Share (GSS) is a revolutionary secured cloud storage technology. GSS is built
keeping in mind the need for multi-device synchronisation.

The GSS component of Galaxkey for iOS app, helps you access your files and folders on your
iOS devices.

The folder structure on your Windows computer is replicated in the app. All your files and
folders are stored within your identity folder in three different folders as follows:
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Emails: Stores all the sent items uploaded to the cloud.

My Folder: The MyFolder is the folder for the identity which is synchronised with the
Cloud Storage and backup on Amazon®.

Shared for me: The SharedForMe folder contains files that are shared with you by other
users
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Section 14.  Galaxkey for Android

Galaxkey Android app is a Galaxkey-enabled client that facilitates secured communication
from the Android devices.

The Galaxkey Android App provides the following features:

1. Auto-discovery of Galaxkey identity for accounts configured on Device: Galaxkey
Android App automatically gets the list of email accounts configured on the native mail
app of the device.

2. Enables the user to send and receive secure emails: While sending an email, Galaxkey
Android App checks for the registration status of all the recipients and sends a secured
mail to the registered users and an invite along with secured mail to non-registered users.

3. Show: Enables viewing of secure emails without compromising the security of originally
secured email.

4. Support GWA: A facility to access your secured mails over the internet in the browser by
adding a GWA Access link to the secured mail.

The Galaxkey Android app enables you to;
1. Send secured mails
2. Access secured mails
3. Access files and folder stored in Galaxkey Cloud

The following sections guide you through these functions of Galaxkey Android app.

14.1. System Requirements & Installation

14.1.1. System Requirements
Galaxkey Android App currently supports Android 4.0 and above

14.1.2. Installation

The Galaxkey for Android app is available in the ‘PlayStore’.
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Go to the PlayStore and search for Galaxkey.

< Google Play Qi

Galaxkey

Galaxkey Limited
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16.45 MB/31.16 MB 52% X

@ Verified by Play Protect

Tap the Install button to install the Galaxkey app. Launch the app using the Open button.
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Allow Galaxkey to ac- .
cess photos, media and 3 Allow Galaxkey to
files on your device? = access your contacts?

10of2 DENY  ALLOW 20f2 DENY  ALLOW

Grant the permissions as required.

14.2. Getting Started

14.2.1. Launching Galaxkey
Tap the Galaxkey icon to launch the app.

14.2.2. Registration
If you are yet to register with Galaxkey, you can start the process using the Galaxkey app.

1. Tap the ‘Signup’ link. On the following screen, enter the email address you want to
register and tap ‘Sign up’.

You will receive an email, with a link to complete the registration.

Follow the link and complete the process as directed under the Registration section of this
document.

Once the authentication is successful, you can configure and start using Galaxkey.

14.2.3. Authentication using Yoti

To authenticate using Yoti, tap on the Login Using Yoti button on the login screen. This will
redirect you to the Yoti app on your device, where your identity will be verified.
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14.3. Secure Emails
The Galaxkey for Android app is designed send and read secured emails.

Galaxkey transfers the generated email to the native mail app on your device. Thus, sending
secured mails from Galaxkey is a simple two-step process which includes

1. Transferring a secured mail from Galaxkey to the native mail app.

2. Sending the mail from native mail app.
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14.3.1. Composing Secured email

On the app Home page, tap the ‘Compose’ button.
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¢ InformationRequir.. ~ ([ >

From: demo2@galaxkey.com

To: . alice.jones@galaxkey.io

Cc: ‘ bob.smith@galaxkey.io
Information Required

Hi
Please provide us with the order number.

Many Thanks
Demo2

You can attach various files from your android device. Tap the attachment icon and select
the required file. You can preview the attachment as well.
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In addition to the standard options like adding attachments, Galaxkey has the following
exclusive options. Tap the ‘Send’ link to access these options on the Confirmation dialog:-

1. Notifications: Option to receive intimations when recipients access a Galaxkey Secured
Mail. When this option is enabled by moving the slider button to the right, the recipient
must accept the notification to view the decrypted mail. There are two types of Galaxkey
notifications;

a. Acknowledged: Sent when your recipients click ‘Yes’ on the notification alert
b. Rejected: Sent when your recipients click ‘No’ on the notification alert

2. Authorised Data Distribution (ADD) — This feature provides the ability to restrict the
sharing of the data with unintended users. The data may be shared only with the
permission of the owner.

a. Forward Block: Option to stop email recipients from sharing the secured data with
unintended users. When you enable this option, the recipient is prompted to raise
a request to permit to forward the email to others.

b. Reply Block: Option to restrict shared users from further communication with the
email owner. When you enable this option, the recipient is cannot reply to the
email. There is no option to raise a reply request.

3. Classify Secured Email - You can manually classify the emails based on its contents. The
classified emails can then be sent — with or without encryption. You can classify the email
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using the ‘Classify’ button on the compose page or set the classification using the option
on the Confirmation dialog.

4. Time Validity:— When you share some sensitive information via email, you may want to
restrict its accessibility over a period. Galaxkey provides for such a restriction also, so that
you can set a definite validity period.

a. Valid From: Select the ‘Valid From’ option on the ‘Confirmation’ dialog to set a
start time — the time from which the mail will be accessible. The default start time
coincides with the current time. However, you can set it to a later time.

b. Valid To: Select the ‘Valid till’ option on the ‘Confirmation’ dialog to set an end
time —the time after which the mail will cease to be accessible. The default validity
of any Galaxkey secured email is set to half an hour from the system time.

You can reset both, Valid from and Valid Till times to suit your requirements.

5. Ability to Geo-fence: Your organisation can opt for restricting the information sent out of
the premises within a geographic area. The Geo-fence option in Galaxkey caters to this
requirement.

When you select the ‘Geo-fence’ checkbox on the ‘Confirmation’ dialog, a secured email with
a link to the actual secured file. Your recipients can click the link and access the information
on proper authentication and authorisation over the web in any of the browsers.

6. Digital Signature: Galaxkey is based on an end-to-end encryption model. To ensure the
integrity and security of your email, especially in transit, you can add a digital signature to
your secured mail.

7. Invite to new users: While sending an email, Galaxkey app for Android checks for the
registration status and sends a secured mail to all the recipients. Thus, when you tap
‘SEND’, an invitation mail is sent along with the secured mail.

Galaxkey decrypts the email on proper authentication and authorisation. Thus, your recipient
will must accept the invite to access the email.

Note: You can view the registration status of a user using the Notification screen.

Tap the ‘Send’ link on the Confirmation dialog to transfer the email to the default email app
on your device — e.g., Outlook to send it further as a secured email.

Tap ‘OK’ to transfer the secured mail as a “.gxk’ package to the mail app.

14.4. Accessing Secured Emails

Another key function of Galaxkey is to decrypt the mails, without compromising on security.
You can read your secured mail on your Galaxkey for Android app on proper authentication
and authorisation.

You will receive the secured email in the mail app, in which your account is configured. To
open and read the secured mail;

1. Tap the GXK attachment. The attachment will, first, be downloaded. You will then
be redirected to the Galaxkey app to access the mail.

2. You must select your identity and authenticate to open the secured mail. You can
read the mail once you successfully login.
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You can also access secured emails using the Emails > Inbox menu in Galaxkey.
If the Owner has requested for a notification, an alert is displayed as under;

You must tap ‘Yes’ in order to access the mail.

A W N

Other features:

a. Reply: You can reply as well as reply all. The reply will be sent as secured
mail.

b. Forward: You can forward the received email. The forwarded mails are also
secured.

Note: Emails can be forwarded or replied to based on the ADD settings by the sender.

c. Digital Signature: You can verify the owner’s digital signature and thus the
integrity of your email using the ‘Verify’ button

d. Attachments: You can view and save attachments

Alternately, you can save the file to view later.

14.5. Galaxkey Secure Share

Galaxkey Secure Share (GSS) is a revolutionary secured cloud storage technology. GSS is built
keeping in mind the need for multi-device synchronisation.

The GSS component of Galaxkey for Android app, helps you access your files and folders on
your Android devices.

The folder structure on your Windows computer is replicated in the app. All your files and
folders are stored within your identity folder in three different folders as follows:

1. Emails: Stores all the sent items uploaded to the cloud.

2. My Folder: The MyFolder is the folder for the identity which is synchronised with
the Cloud Storage and backup on Amazon®.

Shared for me: The SharedForMe folder contains files that are shared with you by other users.
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